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Abstrak
Perkembangan teknologi pembayaran non-tunai berupa Alat Pembayaran
Menggunakan Kartu (APMK) melalui fitur contactless menawarkan kecepatan
transaksi, namun sekaligus menghadirkan risiko penyalahgunaan yang signifikan.
Karakteristik fitur ini memungkinkan transaksi dilakukan tanpa otentikasi Personal
Identification Number (PIN) pada nominal tertentu, sehingga memudahkan pihak
yang tidak berhak melakukan transaksi tidak sah (unauthorized transactions)
apabila kartu dicuri. Penelitian ini bertujuan untuk menganalisis bentuk
perlindungan hukum bagi nasabah serta mekanisme pertanggungjawaban bank dan
pemulihan kerugian atas penyalahgunaan APMK berbasis contactless. Metode
penelitian yang digunakan adalah yuridis normatif yang bertumpu pada studi
kepustakaan dengan pendekatan peraturan perundang-undangan dan pendekatan
konseptual. Bahan hukum primer yang digunakan meliputi Kitab Undang-Undang
Hukum Perdata, UU Pengembangan dan Penguatan Sektor Keuangan, serta
Peraturan Otoritas Jasa Keuangan (POJK) Nomor 22 Tahun 2023 (POJK PKM
SJK). Hasil penelitian menunjukkan bahwa perlindungan hukum bagi nasabah
mencakup perlindungan preventif melalui kewajiban transparansi informasi oleh
bank dan adanya peraturan yang memadai, serta perlindungan represif melalui
mekanisme klaim penggantian kerugian. Bank sebagai penyelenggara sistem
pembayaran memiliki tanggung jawab utama untuk memastikan keamanan produk
yang ditawarkan. Jika transaksi tidak sah terjadi karena karakteristik desain produk
contactless, maka bank tidak dapat sepenuhnya melepaskan tanggung jawab.
Namun, nasabah juga memiliki kewajiban untuk menjaga kartu dan segera
melaporkan kehilangan, di mana kelalaian nasabah dapat menjadi faktor pembatas
penggantian  kerugian berdasarkan prinsip proporsionalitas. Mekanisme
penyelesaian sengketa dilakukan secara berjenjang melalui pengaduan internal

47



JURNAL SULOH:

Fakultas Hukum Universitas Malikussaleh
ISSN: 27715-5455 Online  1693-7074 Print

Website: https://ojs.unimal.ac.id/suloh Volume 14, Nomor 1, April 2026 Page 47-60

bank, penyelesaian non-litigasi melalui Lembaga Alternatif Penyelesaian Sengketa
Sektor Jasa Keuangan (LAPS SJK), dan jalur litigasi sebagai upaya terakhir
(ultimum remedium). Berlakunya POJK PKM SJK menegaskan bahwa
penyelesaian sengketa sektor jasa keuangan kini difokuskan pada LAPS SJK, yang
menggantikan peran Badan Penyelesaian Sengketa Konsumen (BPSK).

Kata Kunci: Perlindungan Hukum, Penyelesaian Sengketa, LAPS SJK, Kartu Debit
Contactless.

Abstract

The evolution of non-cash payment, specifically debit cards with contactless
features, offers a quick transaction speed through a mechanism that doesn’t require
a Personal Identification Number (PIN) for certain nominals. However, this
convenience is directly proportional to the risk of misuse or unauthorized
transactions if the card is stolen, considering that the system does not actively verify
the cardholder's identity. This study aims to analyze the forms of legal protection
for customers as well as the mechanisms for dispute resolution and recovery of
losses for unauthorized transactions on stolen contactless debit cards. The research
method used is normative legal research based on literature studies with a statutory
approach and a conceptual approach. The primary legal materials used include the
Indonesian Civil Code, the Law on the Development and Strengthening of the
Financial Sector, and the Financial Services Authority Regulation (POJK) Number
22 0f 2023 (POJK PKM SJK). The results show that legal protection for customers
includes preventive protection through the bank's obligation for information
transparency and regulatory that is required, as well as repressive protection
through a loss compensation claim mechanism. Banks as payment system providers
have the primary responsibility to ensure the security of the products offered. If an
unauthorized transaction occurs due to the characteristics of the contactless
product design, the bank cannot fully release its responsibility. However, customers
also have an obligation to safeguard the card and immediately report its loss, where
customer negligence can be a limiting factor for loss compensation based on the
principle of proportionality. Dispute resolution mechanisms are carried out in
stages through internal bank complaints, non-litigation settlement through the
Alternative Dispute Resolution Institution for the Financial Services Sector (LAPS
SJK), and litigation as a last resort (ultimum remedium). The enactment of POJK
PKM SJK emphasizes that financial services sector dispute resolution is now
focused on LAPS SJK, replacing the role of the Consumer Dispute Resolution
Agency (BPSK) in this realm

Keywords: Legal Protection, Dispute Resolution, LAPS SJK, Contactless Debit

Card.
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A. INTRODUCTION

Technological developments in the field of payment systems have
encouraged changes in payment methods used by the public, from cash transactions
to non-cash payment instruments, one of which is contactless debit cards. This
feature offers ease and speed of transaction because payments can be made simply
by placing the card close to the reader, and for certain amounts, transactions can
even be made without entering a Personal Identification Number (PIN). In practice,
the implementation of contactless debit card transactions can increase convenience,
but at the same time, it has the potential to cause misuse if the card falls into the
wrong hands. This concept is similar to card-based non-cash payments that use a
“stored value” balance.!

Unlike transactions that require PIN authentication from the outset, card
theft can be followed by unauthorized transactions without the customer's
knowledge and without any protection for the customer's funds, so that customers
only become aware of the loss after the transaction has taken place or after receiving
a notification of the transaction. Therefore, legal issues arise regarding who should
bear the losses: the bank as the payment system operator, the customer as the
cardholder, or the merchant as the provider of the payment acceptance device.?

Based on its obligations, the bank provides reliable and secure payment
services and implements risk management for the features and design of payment
products offered to customers. This is reinforced by the Financial Services
Authority Regulation (POJK) Number 22 of 2023 concerning Consumer and
Community Protection in the Financial Services Sector (POJK PKM SJK).
However, customers also have a duty of care, including keeping their cards safe and

reporting them immediately if they are lost. The existence of these obligations on

! Evin Evantori Gajah & dkk, Perlindungan Hukum bagi Pemegang Uang Elektronik (E-
Money) Bermasalah Ditinjau Dari Undang-Undang Tentang Perlindungan Konsumen dan
Undang-Undang Tentang Informasi dan Transaksi Elektronik. Jurnal Kewarganegaraan, 7(2),
Pg. 2111.

2 Ibid, Pg. 2117.
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both sides makes the issue of contactless transactions even more complex, as their
characteristics allow for transactions without a PIN under certain conditions, which
in banking practice are often accompanied by certain nominal restrictions as a form
of risk mitigation.

Although the banking and payment system regulatory framework has
regulated aspects of consumer protection and the implementation of card-based
payment instruments (APMK), the issue of allocating responsibility for losses
resulting from unauthorized transactions on stolen contactless debit cards still has
the potential to cause uncertainty in practice. This ambiguity can weaken the legal
position of customers when claiming compensation for losses, especially if the bank
considers that there was negligence on the part of the customer, while the customer
considers that the transaction occurred because the authentication mechanism was
inadequate to prevent unauthorized transactions.’

Based on these conditions, it is necessary to gain a deeper
understanding of the legal protection available to customers for
unauthorized transactions on stolen contactless debit cards, particularly in
order to determine the bank's liability, the limits of customer liability, and
the standard of reasonableness of the loss compensation claim mechanism.
In addition, from the perspective of dispute resolution, starting from the
internal complaint mechanism within the bank to settlement through the
LAPS SJK (Financial Dispute Resolution Center) established/recognized
within the OJK regulatory framework, as well as the possibility of litigation
as a last resort if a fair recovery cannot be achieved for the parties involved.
Therefore, the author conducted this research entitled “Legal Protection for
Customers against Unauthorized Transactions on Stolen Contactless Debit

Cards: Bank Liability and Loss Handling Mechanisms.”

3 Richo Fernando Sitorus & Eny Sulistyowati, Perlindungan Hukum Pemegang Kartu
Uang Elektronik Ketika Hilang. Novum: Jurnal Hukum, 5(2), Pg. 181.
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B. RESEARCH METHOD
This research is a normative legal study based on literature review

(secondary data). The approaches used are the legislation approach and the
conceptual approach.#. The data are analyzed descriptively and qualitatively to
explain the norms, concepts, and their relevance to the research issues. The legal
materials used include: (1) primary legal materials in the form of the Civil Code,
Law No. 21 of 2011 concerning the Financial Services Authority (OJK Law), Law
No. 4 of 2023 concerning the Development and Strengthening of the Financial
Sector, and Financial Services Authority Regulation No. 22 of 2023 concerning
Consumer and Community Protection in the Financial Services Sector, Financial
Services Authority Regulation No. 61/POJK.07/2020 concerning Alternative
Dispute Resolution Institutions in the Financial Services Sector and other relevant
regulations; (2) secondary legal materials in the form of books, journal articles, and
relevant legal literature; and (3) tertiary legal materials in the form of legal

dictionaries, bibliographies, and internet sources.

C. Result and Discussion
1. Legal Protection for Customers Against Misuse of Contactless Debit

Cards Due to Theft Resulting in Unauthorized Transactions

APMK with contactless features is essentially designed to improve
transaction efficiency and convenience by minimizing the authentication
process, particularly through payment mechanisms that do not require a
PIN for certain amounts. This characteristic makes contactless transactions
faster than conventional debit card transactions. However, this convenience
also creates its own risks, especially if the debit card falls into the hands of

an unauthorized party due to theft or loss.

* Bambang Sunggono, Metodologi penelitian hukum, Jakarta: Rajawali Pers, 2016, Pg
112-114.
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Without the use of a PIN for security, the system does not actively
verify the identity of the cardholder. As a result, anyone who physically
possesses the card can make transactions as long as they are within the
specified limit. This condition increases the risk of unauthorized
transactions, which are only discovered by customers after their funds have
been depleted or after receiving account mutation notifications. The
resulting losses are not only financial, but can also reduce customer
confidence in the payment system and banking in general.

When linked to legal liability, such invalid transactions raise
questions about who is responsible, particularly whether the loss should be
borne by the customer as the cardholder, by the PUJK as the payment
system operator, or by other parties involved in the transaction ecosystem.
Therefore, the risk of contactless transactions cannot be viewed solely as an
individual customer risk, but also as a consequence of the payment system
facilities offered by the POJK.

As a financial service provider, the PUJK has a legal obligation to
operate a secure, reliable, and responsible payment system. This obligation
is inherent in the function of banks as intermediary institutions that collect
and manage public funds, and is reinforced by the prudential principle in
banking law.> In the context of APMK with contactless features, banks are
responsible for product design, security features, and risk mitigation
mechanisms applied in the payment system.

The implementation of contactless features without a PIN for certain

amounts is a bank policy based on considerations of efficiency and

> Dadang Husen Sobana, Hukum perbankan di Indonesia, Bandung: CV Pustaka Setia,
2016, Pg. 47.
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convenience, but this policy must be balanced with adequate protection
against the risk of misuse. If the payment system allows unauthorized
transactions to occur without additional proportional security mechanisms,
then this can be classified as a system failure or at least a weakness in the
bank's risk management. Therefore, PUJK cannot completely absolve itself
of responsibility for losses incurred by customers.

Based on Article 55 paragraph (1) of POJK PKM SJK, it is emphasized
that financial service providers are obliged to provide protection to
consumers, including ensuring the security of the products and services
offered. Thus, if unauthorized transactions occur not because of a systemic
error on the part of the customer, but because of the characteristics of the
contactless product itself, then legally there is a basis for placing the
responsibility on the bank as the system operator.

From the customer's perspective, as an APMK holder, they also have
a legal obligation to act carefully in using and safeguarding their card.
These obligations include taking care of the physical card, keeping card
details confidential, and immediately reporting any loss or theft to the bank.
If customers neglect these obligations, for example by leaving their cards in
places that are easily accessible to others or by reporting the loss too late,
then this negligence may limit the customer's right to full compensation for
their losses.

Even if there is negligence on the part of the customer, the
assessment of the customer's negligence cannot be made absolutely. The
principle of proportionality must be applied to assess the extent to which

the customer's negligence contributed to the occurrence of unauthorized
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transactions.® In contactless transactions without a PIN, the customer's
position is relatively weaker because even if they have been careful,
physical possession of the card by another party is sufficient to enable a
transaction to occur. Therefore, customer responsibility should be limited
to aspects of card control and speed of reporting, while risks arising from
the payment system design remain the responsibility of the bank.

Legal protection for customers against unauthorized transactions on
contactless debit cards can be divided into preventive protection and
repressive protection. Preventive protection is realized through the bank's
obligation to provide clear, accurate, and transparent information about the
risks of using contactless cards, including transaction limits without a PIN
and available risk mitigation measures. This information is important so
that customers can make informed decisions and understand the legal
consequences of using banking products.

Meanwhile, repressive protection is manifested through a
mechanism for claims and compensation for losses if an unauthorized
transaction has occurred. Customers have the right to file complaints and
demand compensation for losses, as long as they can prove that the
transaction was not carried out by them and was not entirely caused by
their negligence. In this context, legal certainty for customers is highly
dependent on the clarity of the complaint handling procedure and the

bank's good faith in resolving claims fairly and proportionally.”

® Bassaf Risky Iqbal Bagaskara, Penerapan Asas Proporsionalitas dalam Perjanjian Bisnis
di Indonesia. Jembatan Hukum: Kajian ilmu Hukum, Sosial dan Administrasi Negara, 2(3),
Pg. 273.

7 Richo Fernando Sitorus & Eny Sulistyowati, op. cit., Pg. 183.
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2. Dispute Resolution Mechanism and Compensation for Customer
Losses Due to Unauthorized Transactions on Stolen Contactless Debit
Cards

The initial stage of dispute resolution begins through an internal complaint

mechanism to the bank as a financial service provider. The bank's obligation to
provide and implement a customer complaint mechanism is stipulated in Article 3
paragraph (2) letter e and Article 69 paragraph (1) of POJK PKM SJK. Under these
provisions, POJK is required to receive, follow up on, and resolve consumer
complaints effectively and efficiently.®

In the context of unauthorized transactions resulting from contactless debit
card theft, customers are obliged to immediately report the loss of their card and
suspicious transactions to the bank. Prompt reporting is an important factor in
assessing the customer's good faith and determining the limits of each party's
liability. After receiving the report, the PUJK is obliged to block the card to prevent
further losses and to conduct a verification and investigation process of the disputed
transaction.

The investigation process by banks generally includes examining the time
of the transaction, location, amount, and whether the transaction pattern matches
the customer's habits. In contactless transactions without a PIN, verification is often
more complex because there is no strong personal authentication data. Therefore,
banks are required not to simply impose the risk on customers, but to make a
proportional assessment by considering the characteristics of the product and
payment system used. If the investigation results show that the unauthorized
transaction did not occur due to the customer's intent or gross negligence, then in
principle the bank is obliged to recover the loss, either partially or in full. This

mechanism is a form of repressive protection for customers as well as an

8 I Gusti Ngurah Bagus Adinda Wiguna & I Gusti Ngurah Anom, Perlindungan
Hukum Terhadap Penyalahgunaan Kartu Kredit Bagi Nasabah Bank, Jurnal Hukum Mahasiswa,
4(02), Pg. 1815-1816.
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implementation of the principle of bank responsibility for the security of the
products and services offered.

Then, the next form of legal protection if losses have occurred and/or
previous efforts cannot be resolved, can be done through the provision of a dispute
resolution mechanism for customers and other related parties. Based on Article 82
paragraph (1) letter b of POJK PKM SJK, customers have the right to file for dispute
resolution through litigation in court, while still considering the agreement of the
parties as stated in the contract regarding the choice of dispute resolution forum. In
addition, disputes arising in the financial services sector can be resolved through
non-litigation mechanisms at the Financial Services Sector Alternative Dispute
Resolution Institution (LAPS SJK), as established under Financial Services
Authority Regulation Number 61/POJK.07/2020 concerning the Financial Services
Sector Alternative Dispute Resolution Institution.

The establishment of LAPS SJK aims to realize a more effective and
efficient dispute resolution based on legal provisions that specifically regulate the
financial services sector. With the enactment of this regulation, the authority of the
Consumer Dispute Settlement Agency (BPSK) in handling disputes in the financial
services sector is no longer valid, as stated in Article 82 paragraph (1) letter b of
POJK PKM SJK. Based on Article 3 of Financial Services Authority Regulation
Number 61/POJK.07/2020 concerning Alternative Dispute Resolution Institutions
in the Financial Services Sector, LAPS SJK has duties and authorities that include
handling and resolving consumer disputes, providing consultation on dispute
resolution in the financial services sector, conducting research and development of
dispute resolution services, drafting regulations on dispute resolution in the
financial services sector, cooperating with consumer protection agencies at both the
national and international levels, and developing the competencies of mediators and
arbitrators registered with LAPS SJK.

In the context of unauthorized contactless APMK transactions, LAPS SJK

acts as an independent forum that facilitates dispute resolution between customers
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and PUJK, including banking disputes related to unauthorized transactions. The
available mechanisms include mediation, adjudication, and arbitration, with an
emphasis on amicable settlement. In practice, mediation is the most relevant
mechanism for contactless transaction disputes. However, the effectiveness of
LAPS SJK also depends on the good faith of the parties to comply with the results
of the agreement or decision, so there are limitations in dispute resolution through
LAPS SJK, especially if the parties disagree with the settlement results. In such
circumstances, customers still have the right to take legal action through the courts.

Litigation is the last resort (ultimum remedium) in resolving disputes over
unauthorized transactions on stolen contactless debit cards. Customers can file a
civil lawsuit in a district court on the grounds of breach of contract or unlawful acts,
depending on the legal relationship construction used. Such lawsuits generally aim
to obtain compensation for financial losses incurred as a result of unauthorized
transactions. The legal basis for compensation claims can be linked to the bank's
obligation to provide a secure payment system and its obligation to protect
consumers in the financial services sector. If the bank is deemed negligent in
implementing risk management or providing adequate security features, it can be
held legally liable, as can be linked to Article 1365 of the Civil Code.

However, dispute resolution through litigation faces significant evidentiary
challenges, especially in digital transactions where there is minimal personal
authentication. Customers are often in a weaker position when it comes to proving
that they did not actually carry out the transaction. Therefore, the burden of proof
should not be borne entirely by the customer, but should be distributed
proportionally, taking into account the control systems and technology under the
bank's control. Thus, the mechanism for resolving disputes over unauthorized
transactions on stolen contactless debit cards should, in principle, prioritize internal
and non-litigation resolutions as a form of effective and fair protection. Litigation

remains available as a last resort for legal protection for customers.
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D. Conclusion

Legal protection for customers against unauthorized transactions on
stolen contactless debit cards essentially places banks as the party primarily
responsible for the security of the payment systems they operate. The
characteristics of contactless transactions, which allow payments without a
PIN up to a certain nominal limit, pose risks that are not entirely within the
control of customers. Therefore, as long as such unauthorized transactions
do not occur as a result of the customer's intent or gross negligence, but
rather due to the characteristics and design of the payment system, the bank
cannot absolve itself of legal responsibility for the losses suffered by the
customer.

The mechanism for dispute resolution and recovery of losses from
unauthorized transactions on stolen contactless debit cards must, in
principle, prioritize resolution through internal bank complaints as a form
of initial repressive protection. If this mechanism does not result in a fair
resolution, customers can pursue dispute resolution through LAPS SJK as a
non-litigation forum specific to the financial services sector, with litigation
in court as a last resort. Thus, legal protection for customers requires a
balance between consumer protection interests and bank responsibilities, as
well as the application of the principle of proportionality in determining the
allocation of responsibility for losses resulting from unauthorized

transactions.
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