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Abstract

Deepfake technology has emerged as a significant challenge to digital security because it can generate highly realistic manipulated
facial images and videos. The rapid spread of deepfake content has increased the risks of identity fraud, misinformation, privacy
violations, and various forms of cybercrime. This study proposes an Android-based human face deepfake detection system using
the YOLOVS algorithm. The dataset consisted of authentic facial images collected from Universitas Malikussaleh students and
deepfake facial images generated using artificial intelligence techniques. The research methodology included data collection,
image preprocessing, annotation using Roboflow, YOLOvV8 model training, model evaluation, TensorFlow Lite (TFLite)
conversion, and Android application development. Experimental results demonstrated that the proposed model achieved 95%
precision and 95% recall in detecting real and manipulated facial images from both images and videos, indicating reliable
detection performance. Nevertheless, several limitations remain. The dataset does not fully represent real-world facial variations,
including differences in ethnicity, illumination, facial expressions, head poses, and occlusion caused by masks, glasses, or other
objects covering facial regions. These limitations may reduce the model's generalization capability when deployed in real-world
environments outside the testing dataset. Furthermore, the deepfake dataset only includes several manipulation techniques and
has not been evaluated using more recent deepfake generation methods, such as diffusion model-based face swapping or other
advanced generative approaches. Consequently, the model's performance may decrease when encountering manipulation
techniques that were not included during training. In addition, the evaluation has not comprehensively considered challenging
imaging conditions, such as motion blur, image noise, low-bitrate video compression, and quality variations introduced by
different mobile device cameras, which may affect the robustness of the proposed deepfake detection system in practical
applications.
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Introduction

Artificial Intelligence (Al) has significantly advanced digital image and video processing in recent years [1]. One
of the most influential developments is deep learning, which enables computers to learn complex patterns from large
amounts of data [2]. Deep learning has been widely applied in various fields, including computer vision, image
analysis, object detection, facial recognition, and multimedia security [3].

One of the most notable applications of deep learning is deepfake technology [4]. Deepfake utilizes artificial
intelligence to manipulate facial images and videos, producing visual content that closely resembles authentic faces
[5]. Although this technology provides benefits in entertainment, education, film production, and digital content
creation, its misuse has become a major concern due to its potential to facilitate identity fraud, misinformation, privacy
violations, and various forms of cybercrime [6]. As deepfake generation techniques continue to improve,
distinguishing manipulated facial content from authentic media through human observation becomes increasingly
difficult. Consequently, reliable and automated deepfake detection methods are required to support digital media
verification [7]. Several studies have proposed deep learning approaches for deepfake detection. MobileNetV2 has
been utilized to classify manipulated facial images with promising performance while maintaining relatively low
computational complexity [8]. Convolutional Neural Networks (CNNs) have also demonstrated excellent capability
in extracting facial features and distinguishing authentic images from manipulated ones [9]. Furthermore, improved
CNN architectures have achieved high classification accuracy for deepfake image detection by learning complex
visual representations from facial images [10]. Although MobileNetV2 and CNN have demonstrated promising
performance in deepfake image classification, both methods primarily focus on image classification and generally
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require additional processing for object localization in video analysis. In contrast, YOLOv8 performs object
localization and classification simultaneously within a single-stage detection framework, resulting in faster inference,
higher computational efficiency, and better suitability for Android-based applications with limited hardware
resources. Despite these achievements, several limitations remain in previous studies. Most existing approaches
primarily focus on static image classification, while limited attention has been given to video-based deepfake
detection, where facial movements, lighting variations, and frame transitions introduce additional challenges [11].
Consequently, models trained primarily on static images may have limited capability to generalize to video-based
deepfake detection because temporal information, continuous facial motion, and dynamic changes in facial appearance
are not fully represented during the training process.

Moreover, many datasets used in previous studies were collected under controlled conditions and therefore do not
fully represent real-world scenarios involving different illumination levels, facial expressions, image quality, head
poses, and environmental variations [12]. As a result, the trained models may experience reduced generalization
performance when applied to real-world environments, where facial images and videos are captured under diverse
lighting conditions, facial poses, expressions, partial occlusion, and varying image quality.

Another limitation is that only a few studies have investigated the deployment of deepfake detection models on
Android-based mobile devices, particularly regarding computational efficiency, inference speed, and practical
implementation under limited hardware resources [13]. This limitation is mainly caused by the restricted
computational resources of mobile devices, including processor performance, memory capacity, and power
consumption, which require lightweight models capable of maintaining reliable detection accuracy while achieving
efficient inference.

Therefore, there remains a need to develop a deepfake detection system that is not only capable of achieving high
detection accuracy but also provides computational efficiency and practical implementation on Android devices. An
efficient system capable of processing both images and videos is expected to improve digital content verification under
real-world conditions.

Therefore, this study proposes an Android-based deepfake face detection system using the YOLOvS algorithm.
The proposed system is designed to detect deepfake faces from both images and videos while providing confidence
scores and gender information. The integration of YOLOv8 and TensorFlow Lite is expected to provide a practical,
computationally efficient, and reliable deepfake detection solution for real-world Android applications. By
implementing YOLOv8 on Android devices, this study aims to provide an efficient and reliable solution for practical
deepfake detection on mobile platforms [14].

Method

This study aims to develop an Android-based human face deepfake detection system using the YOLOvS algorithm.
The research process consisted of several sequential stages, including literature review, data collection, deepfake dataset
generation, data annotation, data preprocessing, YOLOv8 model training, model evaluation, TensorFlow Lite
conversion, Android application development, and application testing. The overall research methodology is illustrated
in the proposed research framework.

A. Research Framework

The research framework describes the overall workflow of the proposed deepfake detection system. The research
began with a literature review to identify recent developments in deepfake technology, computer vision, deep learning,
and object detection techniques [15]. Subsequently, facial image data were collected from students of Universitas
Malikussaleh through online questionnaires and direct participation to obtain authentic facial images [16]. Artificial
intelligence techniques were then utilized to generate manipulated facial images, producing the deepfake dataset used
in this study [17].

The collected dataset underwent annotation using Roboflow by assigning bounding boxes and class labels (Real
and Fake) to each facial image. After annotation, the dataset was preprocessed through image resizing, normalization,
and dataset splitting into training, validation, and testing sets [18]. The prepared dataset was then used to train the
YOLOv8 model. Following the training process, the model was evaluated using Accuracy, Precision, Recall, F1-Score,
and Confusion Matrix metrics. Finally, the trained model was converted into TensorFlow Lite (TFLite) format and
integrated into an Android application to perform deepfake face detection on images and videos. This structured
workflow ensures that each stage, from data preparation to Android deployment, is systematically performed to improve
the reliability of the proposed deepfake detection system.
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Figure 1. Research Framework

B. YOLOvS8-Based Deepfake Detection Method

This study employed the YOLOVS algorithm as the primary method for detecting deepfake facial images. YOLOv8
is a single-stage object detection algorithm capable of performing object localization and classification simultaneously
within a single processing stage. This approach offers high detection speed and computational efficiency, making it
suitable for real-time applications on mobile devices [19]. The dataset used in this study consisted of two classes,
namely real and deepfake facial images. Before the training process, all images underwent preprocessing procedures,
including image resizing, normalization, and annotation. The annotation process was conducted by assigning
bounding boxes to facial regions and labeling each image according to its corresponding class. The annotated dataset
was then exported in YOLO format for training purposes [20].

The YOLOVS architecture consists of three main components: backbone, neck, and head. The backbone extracts
discriminative facial features from the input images, while the neck integrates multi-scale feature maps to improve
detection performance for faces of different sizes. The detection head simultaneously predicts the object location,
confidence score, and classification label (Real or Fake) [21]. This single-stage detection mechanism enables YOLOVS
to perform accurate and efficient deepfake face detection with low computational complexity, making it suitable for
Android-based mobile applications [22]. The combination of feature extraction and multi-scale feature fusion enables
the model to detect facial regions more accurately while maintaining efficient inference on mobile devices.
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Figure 2. YOLOvS Model Architecture
C. System Implementation

The trained YOLOvVS model was converted into TensorFlow Lite (TFLite) format and integrated into an Android
application. The application was developed to perform deepfake face detection on mobile devices by utilizing the
trained YOLOv8 model [23].

The system allows users to upload facial images or videos from the device gallery. The input data are processed
automatically, and the detection results are displayed in the form of bounding boxes, confidence scores, and
classification labels indicating whether the detected face is Real or Fake. In addition, gender information is provided to
improve the interpretability of the detection results [24]. The developed application was tested using both facial images
and videos to verify the functionality of the proposed system. The testing results demonstrated that the application was
able to correctly detect facial regions, classify them into Real or Fake categories, and display confidence scores together
with gender information. These results confirm the successful implementation of the trained YOLOv8 model on
Android devices [25]. For video analysis, the application processes multiple extracted frames individually before
generating the final detection result. This approach enables efficient deepfake detection for both images and videos on
Android devices.

d  https://doi.org/10.29103/sisfo.v10i2.27553



428 SISFO : Jurnal Ilmiah Sistem Informasi Vol. 10, No. 2, October 2026, pp. 425-435 E-ISSN 2599-0330

Results and Discussion

This section presents the results obtained from the development and evaluation of the proposed Android-based
deepfake face detection system. The discussion covers the overall workflow of the system, dataset preparation, model
training, performance evaluation, and Android application implementation.

A. Input Process, and Output

The proposed deepfake detection system consists of three main stages: input, process, and output. The workflow
illustrates how the developed Android application processes facial images and videos using the YOLOvS algorithm
to detect deepfake content and provide the corresponding classification results.

Input: The system accepts facial images or videos uploaded by users through the Android application. The uploaded
media become the primary input for the deepfake detection process.

Process: The uploaded images or video frames are processed using the trained YOLOv8 model. First, the system
detects facial regions using object detection techniques. Next, the detected faces are classified into Real or Fake
categories. At the same time, the gender classification model predicts the gender of each detected face. All processing
is performed automatically after the input is selected by the user.

Output: The final detection results are displayed in the application interface in the form of bounding boxes,
confidence scores, classification labels (Real or Fake), and gender information. These outputs enable users to verify the
authenticity of facial images and videos directly on Android devices. For video analysis, the uploaded video is divided
into multiple frames, and each frame is processed individually using the YOLOv8 model before generating the final
detection result.

B. Dataset Preparation

Dataset preparation is an essential stage in developing a reliable deepfake detection model. This stage aims to ensure
that the collected data are properly organized, annotated, and preprocessed before being used for model training and
evaluation.

In this study, two datasets were utilized, namely the deepfake detection dataset and the gender classification dataset.
The deepfake detection dataset consisted of real and deepfake facial images. Real facial images were collected from
students of Universitas Malikussaleh through direct participation and online questionnaires using Google Forms.
Subsequently, the real facial images were processed using artificial intelligence techniques to generate manipulated
facial images, resulting in the deepfake dataset.

Before model training, all images underwent preprocessing, including image resizing, normalization, and bounding
box annotation. The annotation process was performed to identify facial regions and assign class labels for YOLOv8
training. The dataset was then divided into training, validation, and testing subsets to support model development and
evaluation. This data division was carried out to ensure that the model could learn effectively and be evaluated using
unseen data.

In addition, a gender classification dataset consisting of male and female facial images was prepared to provide
supplementary facial attribute information. The prepared datasets were subsequently used for training and evaluating
the YOLOVS model before deployment in the Android-based application. The use of two different datasets enabled the
system to perform both deepfake detection and gender classification simultaneously. As a result, the developed
application can provide more informative detection results for users.

To improve dataset quality, images with poor lighting conditions, excessive blur, or incomplete facial regions were
excluded from the dataset. Each image was reviewed to ensure that the facial object could be clearly identified during
the annotation process. This step helped reduce potential errors during model training and evaluation. The final dataset
was then used as the primary source for developing and testing the proposed deepfake detection system. A dataset split
of 70% for training, 20% for validation, and 10% for testing was adopted to ensure sufficient data for model learning
and unbiased performance evaluation. The distribution of the deepfake detection dataset used in this study is presented
in Table 1.

Table 1. Distribution of Deepfake Dataset

Dataset Number of Images Percentage
Training 309 70%
Validation 88 20%
Testing 45 10%
Total 442 100%

Table 1 shows the distribution of the deepfake detection dataset used in this study. The dataset consisted of 442
facial images, which were divided into 309 training images (70%), 88 validation images (20%), and 45 testing images
(10%). This data distribution provides sufficient samples for model training while ensuring an independent validation
and testing process to evaluate the model's generalization capability.
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Table 2. Distribution of Gender Dataset

Dataset Number of Image Percentage
Training 162 70%
Validation 46 20%
Testing 24 10%
Total 232 100%

Table 2 presents the distribution of the gender classification dataset. A total of 232 facial images were divided into
162 training images (70%), 46 validation images (20%), and 24 testing images (10%). The same data distribution
strategy was adopted to ensure consistent model training and reliable evaluation of the gender classification
performance.

C. Training Results

This section presents the training results of the proposed YOLOvV8 model for deepfake detection and gender
classification. The training process was conducted to evaluate the model's ability to learn facial characteristics from the
prepared datasets. The obtained results are presented through prediction outputs and training performance graphs. After
the training process was completed, the YOLOv8 model generated predictions on the validation dataset to evaluate its
ability to detect and classify objects based on the predefined classes. The prediction results were used to assess how
well the model learned the patterns contained in the training data.
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Figure 3. Deepfake Detection Model Predictions on th

Based on the prediction results, the deepfake detection model successfully identified facial regions using bounding
boxes and assigned the corresponding class labels, namely real and fake. In addition, the model provided confidence
scores indicating the level of certainty for each prediction. Most facial objects were correctly detected and classified,
demonstrating that the model effectively learned the characteristics of both authentic and manipulated facial images.
The prediction results indicate that the trained YOLOv8 model successfully learned the visual characteristics of both
authentic and manipulated facial images. The generated confidence scores demonstrate that the model was able to
classify most validation samples correctly, indicating good learning performance before the evaluation stage.
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Figure 4. Deepfake Detection Model Training Results

Presents the performance of the deepfake detection model throughout the training process. The training curves show
a gradual decrease in train box loss, train cls loss, and train dfl loss as the number of epochs increased. This reduction
indicates that the prediction errors became smaller during training. At the same time, the evaluation metrics, including
precision, recall, showed continuous improvement. At the final epoch, the model achieved approximately 95%
precision and 95% recall. These results indicate that the model can effectively distinguish between real and deepfake
facial images. The continuous decrease in the loss values together with the increasing Precision, Recall, and mAP
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demonstrate that the YOLOv8 model successfully learned discriminative facial features throughout the training process
and achieved stable performance before being deployed to the Android application.

Figure 5. Gender Classification Model Predictions on the Validation Dataset

In addition to deepfake detection, a gender classification model was also trained using facial images categorized
into two classes: male and female. The prediction results on the validation dataset show that the model successfully
detected facial regions and assigned the appropriate gender labels. Most validation samples were classified correctly,
indicating that the model learned the distinguishing characteristics of each gender class effectively. These prediction
results demonstrate that the gender classification model effectively learned the facial characteristics of male and female
classes. The successful predictions indicate that the trained model can provide reliable gender information to
complement the deepfake detection results.

trainfbox_loss trainfcls_loss train/df|_loss metrics/precision(B) metrics/recall(B)

14 —e— results
25 -+ smooth
0.8 0.8

10 15 0.6 0.6 1
0.8 - 0.4 0.4

0.6 ) 0.2 0.2
o 20 40 60 o 20 40 60 o 20 40 60 1] 20 40 60

o
o
=]
2
8
2
]

valfbox_loss valfcls_loss val/dfi_loss metrics/mAPSO(B) metrics/mAPS0-95(B)
1.0
3.0 22 0.6

2.0 0.8 3
2514 20 0.5

0.4
2.0 18 0.6 g

16 'l 0.3
s 1.6 A 0.4
14 10 02

. 0.
12 0s 0.2 1

[} 20 a0 60 0 20 40 60 o 20 a0 60 0 20 a0 60 o 20 40 &0

Figure 6. Gender Classification Model Training Results

Illustrates the training performance of the gender classification model. The loss values consistently decreased
throughout the training process, while the evaluation metrics continued to improve until reaching stable values at the
final epochs. The model achieved approximately 99% precision, nearly 100% recall. These results demonstrate that the
model is capable of classifying gender accurately based on facial images and can be effectively integrated into the
proposed Android application. The training performance indicates that the gender classification model converged
successfully during the learning process. The high evaluation metrics confirm that the model achieved reliable
classification performance and can provide additional facial attribute information without significantly affecting the
overall performance of the proposed Android application.

D. Model Evaluation

The trained YOLOV8 models were evaluated to determine their performance in deepfake detection and gender
classification tasks. The evaluation was conducted using the testing dataset to measure the model's ability to classify
unseen data. Performance analysis was carried out using several evaluation metrics, including Precision, Recall, and
Confusion Matrix. Model evaluation was conducted to measure the performance of the YOLOvVS models in detecting
and classifying objects using the testing dataset. Several evaluation metrics were employed, including Precision,
Recall. In addition, a Confusion Matrix was used to analyze the classification results and identify correct and incorrect
predictions for each class.

The Confusion Matrix was used to evaluate the ability of the deepfake detection model to classify facial images
into the real and fake classes. This matrix presents the number of correctly classified samples as well as misclassified
samples for each category.
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Figure 7. Deepfake Detection Model Confusion Matrix

Based on the confusion matrix results, most testing samples were classified into their correct classes. The number
of correct predictions was significantly higher than the number of incorrect predictions, indicating that the model was
able to distinguish between authentic and manipulated facial images effectively. The confusion matrix indicates that
the proposed YOLOvVS model correctly classified the majority of testing samples into the Real and Fake categories.
Only a small number of images were misclassified, indicating that the model effectively learned the visual
characteristics that distinguish authentic facial images from manipulated ones. These results demonstrate the
robustness of the proposed model in deepfake face detection. A confusion matrix was also generated for the gender
classification model, which consisted of two classes Male andFemale. This evaluation was conducted to assess the
model's ability to correctly classify gender based on facial images and to identify the number of correct and incorrect
predictions for each class.
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Figure 8. Gender Classification Model Confusion Matrix

The confusion matrix shows that the majority of testing samples were correctly classified into their corresponding
classes. These results indicate that the model successfully learned the distinguishing characteristics of male and female
facial features and achieved high classification performance. The confusion matrix indicates that only a small number
of samples were misclassified, while most facial images were correctly identified as Male or Female. These findings
demonstrate that the proposed YOLOv8 model achieved reliable gender classification performance and can effectively
support the deepfake detection system by providing additional facial attribute information.

The evaluation results indicate that the deepfake detection model achieved a precision of 95%, recall of 95%. These
results demonstrate that the model can effectively distinguish between real and manipulated facial images with a high
level of accuracy. For the gender classification model, the evaluation process produced a precision of 99%, recall
close to 100%. The obtained results indicate that the model successfully learned the characteristics of male and female
facial images and performed classification accurately. Overall, both models achieved satisfactory performance and
demonstrated their capability to support deepfake detection and gender classification tasks in the proposed Android-
based application. The evaluation results confirm that the proposed YOLOvVS model provides reliable performance
for both deepfake detection and gender classification tasks. The high Precision values indicate that the majority of the
detected faces were correctly classified, while the high Recall values demonstrate the model's capability to identify
most target objects successfully. These findings indicate that the proposed system is suitable for practical
implementation on Android devices and can effectively support digital facial content verification.

E. System Implementation

After the evaluation process was completed, the best YOLOvVS models for deepfake detection and gender
classification were integrated into an Android application. The application was developed to provide users with a
practical tool for detecting deepfake facial images and identifying gender directly on mobile devices.
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The implementation process involved converting the trained YOLOv8 models into TensorFlow Lite format to ensure
compatibility with Android devices. The converted models were then integrated into the application using Android
Studio and TensorFlow Lite libraries. Through this implementation, users can perform image and video analysis
directly from their smartphones.

The successful integration of the YOLOv8 models into the Android application demonstrates that the proposed
system can operate efficiently on mobile devices. The implementation enables users to perform deepfake detection
directly through smartphones without requiring additional computing devices, thereby improving the practicality and
accessibility of the developed system.

DeeplLens DeeplLens

Deteksi Wajah Real atau Fake

Deteksi Wajah Real atau Fake

Preview Media

M Galeri > Video

Q, Mulai Deteksi

Figure 9. Main Menu Interface Figure 10. Image Detection Interface

Figure 9. shows the main interface of the application. The main menu provides several features, including image
selection, video selection, and access to the detection process. The interface was designed to be simple and user-
friendly to facilitate user interaction. Through this interface, users can easily navigate between available features
without requiring additional technical knowledge. The menu layout was optimized for mobile devices to ensure a
smooth user experience during the deepfake detection process.

Figure 10. presents the image detection interface. Users can upload an image from the device gallery, after which

the system automatically performs face detection and classification. The detection results display the predicted class
(real or fake), gender information, and the corresponding confidence score.
The image detection feature allows users to analyze facial images quickly and efficiently. Once an image is selected,
the YOLOVS8 model processes the input and identifies the facial region using a bounding box. The classification results
are then displayed directly on the screen, providing users with clear information regarding the authenticity of the
detected face. This feature can be utilized as a practical tool for verifying digital facial content. The implementation
results indicate that the developed Android application provides a simple and user-friendly interface while maintaining
accurate detection performance. The integration of image upload, face detection, and classification into a single
application allows users to verify facial authenticity efficiently in everyday use.
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Figure 11. presents the detection results for an authentic facial image. The system successfully detected the facial

region and displayed a bounding box around the detected face. The detected face was classified as real with a high
confidence score, indicating that the model was highly certain about its prediction. In addition to deepfake detection,
the system also provided gender classification results based on the trained gender model.
The testing results demonstrate that the model can accurately identify authentic facial images and distinguish them
from manipulated content. No misclassification was observed in the tested sample, indicating that the model
effectively learned the visual characteristics of real faces during the training process. This result confirms the
reliability of the proposed system in recognizing genuine facial images.

Figure 12. shows the detection results for a manipulated facial image (deepfake). The system successfully detected
the facial area and classified it as fake. The confidence score displayed by the application indicates a strong prediction
for the manipulated class. The generated bounding box accurately localized the face, while the classification result
confirmed the presence of facial manipulation. These results indicate that the YOLOv8 model is capable of learning
and recognizing visual patterns associated with deepfake images. Since deepfake content often appears highly realistic
and visually similar to authentic images, the ability of the model to correctly identify manipulated faces demonstrates
the effectiveness of the proposed approach. This capability is particularly important for supporting digital content
verification and reducing the risks associated with deepfake misuse. Overall, the image detection experiments
demonstrate that the proposed YOLOv8 model can reliably distinguish between authentic and manipulated facial
images. The generated confidence scores and accurate face localization indicate that the trained model performs
effectively when processing image-based inputs on Android devices.
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Figure 13. Real Video Detection Result Figure 14. Deepfake Video Detection Result

Figure 13. presents the detection results obtained from a video containing authentic facial content. During the
testing process, the application analyzed video frames continuously and performed face detection in real time. The
detected faces were classified as real, and the corresponding gender information was displayed simultaneously. The
results show that the system maintained consistent detection performance across multiple video frames. Facial
detection remained stable despite variations in facial expressions, head movements, and changes in facial positions
throughout the video. This demonstrates the capability of the YOLOvVS model to process dynamic visual content
effectively. Furthermore, the relatively fast processing speed enables the application to perform real-time analysis on
Android devices without significant delays. The consistently high confidence values obtained across the analyzed
frames indicate that the proposed model provides stable detection performance for authentic facial videos.

Figure 14. illustrates the detection results for a video containing deepfake facial content. The system successfully
detected facial regions from the analyzed video frames and classified them as fake. The detection results remained
consistent throughout most of the video sequence, indicating that the model was able to identify manipulated facial
characteristics under different conditions. The ability to detect deepfake content in video format is particularly
important because videos generally contain more complex visual information than static images. Factors such as
motion, lighting changes, facial expressions, and frame transitions can increase the difficulty of the detection process.
Nevertheless, the proposed model was able to maintain good detection performance and correctly classify the
manipulated facial content. The system classified 22 out of 30 analyzed video frames as Fake, resulting in a final
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Fake prediction with a confidence score of 64%. These results indicate that the YOLOv8 model successfully
recognized manipulated facial characteristics despite variations in facial pose, expression, and illumination throughout
the video sequence. Overall, the testing results demonstrate that the developed system can effectively detect real and
fake faces in both images and videos. The integration of the YOLOvV8 models into an Android application enables
users to perform deepfake detection directly on mobile devices. In addition to identifying manipulated content, the
system also provides gender classification information, making the detection results more informative and useful for
users.

The implementation results confirm that the proposed Android-based application successfully integrates the
YOLOvVS8 deepfake detection model and the gender classification model into a single mobile platform. The
experimental results demonstrate that the application is capable of processing both facial images and videos accurately
while providing informative detection results through bounding boxes, confidence scores, classification labels, and
gender information. These findings indicate that the proposed system is suitable for practical deepfake detection and
digital facial content verification on Android devices.

Conclusion

The results of this study demonstrate that the proposed Android-based deepfake face detection system using the
YOLOVS algorithm was successfully designed, developed, and implemented. The effectiveness of the YOLOvS
algorithm was demonstrated through its ability to simultaneously perform face localization and classification within
a single-stage detection framework, enabling efficient and accurate deepfake detection on Android devices. The
developed system is capable of processing both facial images and videos, automatically detecting facial regions,
classifying them into Real and Fake categories, and providing confidence scores together with gender information.
Experimental results showed that the proposed model achieved 95% Precision and 95% Recall, indicating that the
model successfully learned the visual characteristics of authentic and manipulated facial images and provided reliable
detection performance. The implementation of the trained YOLOv8 model into an Android application contributes to
the development of practical mobile-based deepfake detection technology, enabling users to verify the authenticity of
facial images and videos directly on their smartphones. Therefore, the proposed system can serve as an effective and
practical solution for supporting digital media verification and reducing the potential misuse of deepfake technology.
Nevertheless, this study has several limitations. The developed system has not been comprehensively evaluated under
challenging real-world conditions, such as low-quality videos, poor illumination, high compression levels, or different
Android devices with varying hardware specifications, which may affect detection performance. Furthermore, the
deepfake dataset is limited to several manipulation techniques; therefore, additional evaluation using more diverse
and recent deepfake generation methods is required to further improve the model's generalization capability.
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