Journal of Renewable Energy, Electrical, and Computer Engineering
Volume 6, Number 1, March 2026. 65-72

eISSN 2776-0049 DOI: https://doi.org/10.29103/jreece.v6il.20637
Original Research Article

A Systematic Literature Review on the Implementation of COBIT 2019 for
IT Governance Evaluation

Nurul Asyikin Idrus™, Sinta Nur Hidayati2, Aris Puji Widodo3

IMaster of Information Systems, Universitas Diponegoro, JI. Imam Bardjo SH No.5, Semarang, 50241, Indonesia,
nurulasyikinidrus@gmail.com

2Master of Information Systems, Universitas Diponegoro, Jl. Imam Bardjo SH No.5, Semarang, 50241, Indonesia,
sntnurhidayatil9@gmail.com

3Master of Information Systems, Universitas Diponegoro, Jl. Imam Bardjo SH No.5, Semarang, 50241, Indonesia,
arispw@lecturer.undip.ac.id
HCorresponding Author: nurulasyikinidrus@gmail.com | Phone: +6281362095715

Received: 17 January 2025 Revised: 20 June 2026 Accepted: 29 June 2026

Abstract

The governance of information technology (IT) has become a crucial factor for organizations striving to achieve
sustainability and a competitive advantage in the rapidly changing and dynamic business environment of today. The
complexity of modern organizations demands the implementation of effective IT governance frameworks to manage
technology resources efficiently. This study uses the Systematic Literature Review (SLR) method to evaluate the
implementation of the COBIT 2019 framework in IT governance. Focusing on various organizations, this research
aims to identify journal types, organizations that have adopted COBIT 2019, and the recommended governance
domains to answer 3 Research Questions (RQ). A total of 62 articles from international and national databases were
selected based on inclusion and exclusion criteria, resulting in 21 eligible articles from Scopus and SINTA. The
findings indicate widespread adoption of COBIT 2019 across sectors, including education, healthcare, government
and banking, with domain recommendations primarily focused on APO07, BAI03, BAI0O6, APO03, and APO12. These
insights provide a valuable guide for organizations seeking to enhance IT governance in alignment with strategic
goals.
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Introduction

The development of Information Technology (IT) in Indonesia has been rapidly increasing, and its usage across various
types of organizations, both public and private, is expanding. Government organizations play a crucial role in ensuring
IT governance that supports operations and provides optimal value to society. On the other hand, private organizations
must also plan IT investments strategically to align with business objectives and meet dynamic information needs (Al-
fajri et al., 2023). The influence of IT continues to grow, transforming the way organizations carry out business processes
to enhance operational efficiency and effectiveness (Naibaho & Cahyono, 2024). IT governance has become a crucial
element in directing the use of IT to achieve organizational goals, involving top leadership and an integrated
organizational structure. Effective IT governance is essential to ensure that information technology investments deliver
value to organizations while reducing associated risks (Safwandi et al., 2022). According to the IT Governance Institute
(ITGI, 2012), the board of directors and top management are responsible for IT management, including the structure and
processes to ensure that IT consistently supports the organization's strategy (Rachmasari Biduri & Ramdani, 2023). The
main challenge in IT governance is standardization, especially because different organizations use various frameworks,
such as COBIT and ISO, which require consistent understanding and implementation. Through a literature review, this
study aims to provide insights into best practices for IT governance in Indonesia.

The Control Objectives for Information and Related Technologies (COBIT) 2019 framework, developed by ISACA, is
the latest version of the framework designed to strengthen IT governance through a more comprehensive approach,
including design factors and compliance with international standards (Algiffary et al., 2023). COBIT 2019 enables
organizations, including hospitals, to conduct audits focusing on information security, identify risks, and ensure that
security controls are in compliance with established standards (Algiffary et al., 2023). However, there is still a gap in the
literature regarding the evaluation of the effectiveness of COBIT 2019 implementation across various institutions,
especially in the context of government organizations. Previous studies have shown that organizations require
guidelines that can align IT governance with their specific needs and strategies. In this regard, COBIT 2019 presents an
appealing choice due to its broad scope and its ability to balance business objectives with IT systems. By adopting the
principles of COBIT 2019, organizations are expected to enhance business effectiveness, system productivity, and
customer trust (Hidayat & Jatikusumo, 2024).

65


mailto:nurulasyikinidrus@gmail.com
mailto:sntnurhidayati19@gmail.com
mailto:arispw@lecturer.undip.ac.id
mailto:nurulasyikinidrus@gmail.com

Journal of Renewable Energy, Electrical, and Computer Engineering, 6 (1) (2026) 65-72

This study aims to conduct an in-depth evaluation of the implementation of the COBIT 2019 framework in IT
governance by reviewing the types of journal publications and the publication years of relevant articles (RQ1),
identifying organizations that have applied COBIT 2019-based governance evaluations (RQ2), and exploring governance
domain recommendations suggested by case study results (RQ3). Through this systematic literature review, it is
expected to gain an understanding of the trends in the application of COBIT 2019 across various organizational contexts,
as well as how these domain recommendations can support more effective and standardized IT governance. This
research aims to provide a deeper understanding of the effectiveness and contribution of COBIT 2019 in establishing
more adaptive and structured IT governance. The findings of this study are expected to serve as a reference for
organizations in developing IT governance strategies that align with their needs and challenges, as well as assist in
making better decisions regarding the management and security of IT in a sustainable manner.

Literature Review

In the context of IT governance, COBIT 2019 is a framework designed to help organizations effectively manage, direct,
and oversee IT resources to achieve the strategic objectives. COBIT 2019 consists of five governance and management
domains, namely Evaluate, Direct and Monitor (EDM), Align, Plan and Organize (APO), Build, Acquire and Implement
(BAI), Deliver, Service and Support (DSS), and Monitor, Evaluate and Assess (MEA). These domains provide a
comprehensive structure for evaluating and improving IT governance within organizations. Research by Ikhsan et al
(2021) explores companies or institutions utilizing COBIT 2019, the types of publications and publication years, as well
as recommended domains from case studies. From 18 selected articles (7 journals and 11 proceedings, spanning 2019-
2021), the study revealed that 18 organizations have adopted COBIT 2019. The DSS (Deliver, Service, and Support) domain
was identified as the most frequently used.

Research by Anadya Tafdhilla et al (2023) evaluates the implementation of COBIT 2019 in higher education
institutions to assess capability levels and identify gaps. Among 48 filtered articles, 13 met the inclusion criteria. This
study revealed that higher education institutions primarily focus on the DSS05 domain in implementing COBIT 2019,
with capability levels dependent on their understanding of best practices in managing IT operations. Many institutions
have yet to achieve their desired capability targets, underscoring the need to enhance capabilities to adapt to the
dynamic IT environment.

Meanwhile, a study by Al-fajri et al (2023)examines commonly used frameworks and domains in IT governance
evaluations, as well as the types of institutions conducting such evaluations. Using 142 articles filtered through inclusion
and exclusion criteria, 77 were reviewed in detail, and 30 aligned with the study's objectives. The findings indicate that
organizations adopting COBIT 2019 are better equipped to align IT governance with their specific needs and dynamic
environmental conditions.

Furthermore, study by Arba’ah et al (2023) evaluated 32 journals through a literature search, applying selection
criteria and quality assessments. The study revealed that the reviewed journals used various versions of the COBIT
framework to evaluate e-government implementation. The findings suggest that COBIT 2019 demonstrates greater
adaptability to organizational contexts and technological developments due to its expanded domains and additional
design factors. COBIT's five domains (APO, BAIL, MEA, EDM and DSS) were explored, with the APO and DSS domains
being the most frequently utilized in assessing e-government implementation. Based on previous studies, it can be seen
that these studies collectively demonstrate that COBIT 2019 is a versatile and effective framework for IT governance,
providing organizations with the flexibility to address specific challenges and adapt to technological and environmental
changes.

Materials and Method

This study employs the Systematic Literature Review (SLR) method, which is based on the analysis of several journals
discussing the implementation of COBIT 2019 for evaluating IT governance applied in organizations (Al-fajri et al., 2023).
The journals were sourced from international publications indexed in Scopus and national sources accredited with a
minimum SINTA 3 accreditation.

The purpose of this systematic literature review (SLR) is to search, discover, and synthesize articles or literature
related to previous research. To achieve this objective, a structured and clear procedure is applied at each step.
Additionally, the SLR also involves the process of recognizing, evaluating, and analyzing all accessible and relevant
research related to the topic, phenomenon, or research questions that form the focus of the analysis (Ikhsan et al., 2021).
The steps in writing a Systematic Literature Review (SLR) are as follows:

Defining the Research Questions (RQ)

To conduct a structured SLR, it is necessary to have Research Questions to guide the review process and provide
results and discussions that address the series of Research Questions. The Research Questions are formulated driven by
the requirements of the chosen topic. The Research Questions proposed in this study are:

a. RQ1. What types of journal publications and the publication years of the articles reviewed?

b. RQ2. Which organizations have implemented IT governance evaluations using COBIT 2019?

c. RQ3. What domain recommendations are suggested from the case study findings?

Data Collection
Data collection involved gathering relevant journal articles from the Scopus and SINTA databases. The literature
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search was conducted using the keywords “COBIT 2019”, “IT Governance”, and “IT Governance Evaluation”. The
selected articles were then reviewed using the Systematic Literature Review (SLR) methodology.

Search Process

This process was conducted to retrieve relevant data sources that would provide answers to the Research Questions
(RQ). The literature search was performed in the Scopus and SINTA databases using the keywords “COBIT 2019”7, “IT
Governance”, and “IT Governance Evaluation”. The same keywords were applied consistently across all selected
databases to ensure a systematic and comparable search process.

Inclusion and Exclusion Criteria
These processes are applied to determine whether the found data are appropriate for use in the SLR study or not.
The studies are selected based on the following criteria:
a. Data must be sourced from Scopus databases and/or indexed in at least SINTA 3, with a publication date range
from 2020 to 2025.
b.  The data must cover COBIT 2019 implementation within an organization.
c.  The data must include recommendations related to COBIT 2019 domains.

Data Analysis
This process involves analyzing the data results to address RQ1, RQ2 and RQ3 (Al-fajri et al., 2023; Ikhsan et al.,
2021).

Results and Discussion
The results of applying the inclusion and exclusion criteria are illustrated in Figure 1.

Search on article source
sites (Journals and
proceedings) (n=62)

l

Overall jornal results (n=62)

Screening:

-Span of the last 5 years (2020-2025)
~Type (Research Articles)
-Articles (Journal and Proceding)
-Minimum SINTA 3
-English and Indonesian journals

Y

Screening (n=62)

SINTA & Scopus = 62

h 4

Accesible jurnals Full text,
(n=62) SINTA & Scopus = 62

h 4

Inclusion Criteria:
-Journal that discusses COBIT 2019
‘ -Journal that discusses the implementation
of COBIT 2019 In Organization
Final journal that meets -Journals with recommendations on
the criteria (n=21) domains regarding COBIT 201%)

A\

Journal Article = 19
Proceding Article =2
Indexation Base = Scopus and SINTA

Figure 1. Inclusion and Exclusion Criteria

This process began with a search for journal articles and proceedings from Scopus and SINTA sources. At this stage,
62 relevant articles were identified, which were then filtered based on several predetermined criteria, as shown in Figure
1 as the screening stage. After the inclusion and exclusion process, 21 articles from journals and proceedings indexed in
Scopus and SINTA were selected, meeting the criteria.

According to the findings of the literature review, 154 articles related to IT governance evaluation in various
organizations were found through searches using keywords such as "IT Governance," "COBIT 2019," and "IT Governance
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Evaluation." The inclusion and exclusion process is a critical part of the SLR to ensure that only articles meeting the
criteria are selected (Al-fajri et al., 2023; Ikhsan et al., 2021). After the exclusion screening process, 62 relevant articles
were identified in the Scopus and SINTA databases. Subsequently, titles, abstracts, and conclusions were reviewed to
align with the research criteria. From these 62 articles, 21 articles were selected that met the research criteria, and these
articles were thoroughly read and summarized, as shown in Table 1.

To answer the research questions and gain a deeper understanding of the selected articles, the researcher aimed to
identify which organizations have implemented governance evaluations using COBIT 2019 and which domains are
recommended as a result of the studies. Additionally, the researcher explored which domains are most applied in IT
governance evaluations and which organizations are conducting these evaluations. The finding that organizations in the
education, healthcare, and banking sectors frequently use COBIT 2019 supports the global trend where this framework
has become a standard for improving IT governance efficiency (Ilham Akbar Sodik & Nugraheni, 2022; Nugraha &
Syaidah, 2022; Widharto et al, 2022). A summary of the organizations and domain recommendations in the

implementation of COBIT 2019 for IT governance evaluation as presented in Table 1.

Table 1. Results of Selected Journals

No.  Author(s) Title Journal Type Institution Recommended Domain
(Nugraha “Smart Campus Ir}:ﬁﬁif;lal Pe;‘?;lrufn
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“Leveraging COBIT
2019 to Implement IT C Ty 1 P APOO03, APO10, APO11,
, (Utomoet  Governance in SME Z%Ig“ 1 ;ulr;‘;‘ e;gum.a“ BAIO1, BAIO2, BAIO4,
al., 2022)  Context: A Case Study ( ) 1 4§ ) Kari?gfsl A BAIO5, BAIO6
of Higher Education in P
Campus A”
“Leveraging COBIT
2019 to Measure the Journal of Sekolah
3 (Felicia et Accounting Software =~ Computer Science Meneneah APO10. BAIO3. BAI11
al., 2024) Implementation in (2024) 20(2) 218- At SI\g/I A ! !
High Schools for Better 228 as (SMA)
Transparency”
“Evaluation of Budapest
Information International
(Zilziana Technology Cﬁiﬁi:ﬁ;};g&ie
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2019)  Cobit 2019 on Domain e
. . Humanities and
DSS (Deliver , Service, Social Sciences
Support) at PTXYZ"™  119) 15611-15618
“Evaluation of
Integration and
(K Human Resources in Journal of PT.
Kara(f?iz Information Information Pelabuhan
5 Faza Technology Systems and Indonesia APOO08, BAIO8
20235 Governance using Informatics (2023) Tanjung
COBIT 2019: PT. 5(3) 902-914 Priok Branch
Pelabuhan Indonesia
Tanjung Priok Branch”
Measurementof o ERE
6 (Wef :larto techn(l)rlliormi)txl/oe?nance on Computing PT Bank BBS APOL1, APO12, APOL3,
2022) o abihtgylfvel. Y Electronics and BAI06, DSS02, DSS03
i pd . 1va el pper | Control) (2022)
study o an 20(2) 296-306
“Enhancing Banking .
(Melissa Sector Performance: IJIZ) iii:lz?
Indah Assessing IT . Sektor
7 . s . Computer Science BAIO3, BAIO5, APO03
Fianty, Capabilities with (2024) 13(1) 206- Perbankan
2024) COBIT 2019 216

Framework Analysis”
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No.  Author(s) Title Journal Type Institution Recommended Domain
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No.  Author(s) Title Journal Type Institution Recommended Domain
of Academic Informasi (2023) Informatika
Information Systems” 3(2) 296-309 dan
Komputer
Amik Riau
“Information Journal of Dinas
(Naibaho Technology Information Kependuduk
18 & Governance Analysis Svstems and an dan AP009, APO11, BA106,
Cahyono, Using COBIT 2019 ysten Pencatatan DSS04, MEAO1
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“Measure The Level
Capability IT Journal of
Governance in Theoretical and
(Adrian &  Effectiveness Internal Applied P h APO07, BAIO7, BAIO9,
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. . Information Perbankan
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Referring to the SLR to answer RQ1, the analysis results show that the relevant article types include journal articles
and proceedings, with 21 articles obtained —19 journal articles and 2 conference proceedings. The publication year range
of the selected articles is from 2020 to 2025. The use of COBIT 2019 in Indonesia has experienced rapid growth in recent
years, alongside the positive perception of the public, particularly leaders who seek quality services, accountability and
transparency in corporate governance or institutions through the use of information technology systems in this study
(Felicia et al., 2024; R. S. Hidayat et al., 2024; Kevin & Setiawan, 2024; Widharto et al., 2022). The discussion for RQ2 has
been presented in Table 1, showing that company or institutional governance systems have adopted COBIT 2019. Its use
spans various sectors, including education, healthcare, private institutions, and banking (Ishlahuddin et al., 2020; Karo
Karo & Faza, 2023; Mangoki et al., 2024; Melissa Indah Fianty, 2024). This finding is also supported by previous literature
reviews, which reported that COBIT 2019 has been successfully implemented in sectors such as education, healthcare,
logistics, and mining, demonstrating its adaptability across different organizational contexts (Antariksa et al., 2025). The
governance and management goals, as well as the focus areas, make COBIT 2019 an appealing choice for companies or
institutions to adopt and gain benefits.

The results of the SLR reveal several recommendations from the proposed domains in IT governance evaluations
using the COBIT 2019 framework (answering RQ3), which can be seen in Table 1, showcasing different domain
recommendations provided across organizations. From the 21 journal articles and proceedings identified, the authors
selected the five most frequently recommended domains. These include the APO07 domain - Align, Plan, and Organize.
The APO domain is one of the five domains outlined in COBIT 2019 focusing on strategic planning and organizing IT
governance to align with the organization's business goals and needs (R. S. Hidayat et al., 2024). By applying APO07,
organizations can improve the efficiency and effectiveness of their IT department personnel, thereby maximizing their
contribution to achieving business objectives (Adrian & Wang, 2023; R. R. Hidayat & Jatikusumo, 2024; Ishlahuddin et
al., 2020; Mangoki et al., 2024; Rini Audia & Sugiantoro, 2022).

In addition to the APO07 domain, the most frequently recommended domain based on the analyzed data includes
the BAIO3 domain - Manage Solutions Identification and Build, which focuses on identifying, designing, and developing
effective IT solutions that meet standards to support business goals (Felicia et al., 2024; Melissa Indah Fianty, 2024;
Nachrowi et al., 2020; Rini Audia & Sugiantoro, 2022; Setiadi & Fianty, 2024). The BAIO6 domain - Manage Changes is
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also frequently recommended, focusing on managing IT system and application changes in a controlled manner to
minimize operational disruptions (Naibaho & Cahyono, 2024; Utomo et al., 2022; Widharto et al., 2022). Next is the
APOO03 domain - Manage Enterprise Architecture, which focuses on planning and managing IT architecture to align
with business strategies, ensuring efficiency and scalability (R. S. Hidayat et al., 2024; Utomo et al., 2022). Finally, the
APO12 domain - Manage Risk focuses on identifying and controlling IT risks to reduce negative impacts and ensure that
IT services continue to operate within acceptable risk levels (R. R. Hidayat & Jatikusumo, 2024; Kevin & Setiawan, 2024;
Nachrowi et al., 2020; Widharto et al., 2022).

Conclusions

This study conducted a Systematic Literature Review (SLR) to evaluate the implementation of COBIT 2019 in IT
governance across various organizations. Based on the analysis of 21 selected articles from Scopus and SINTA-indexed
publications, the findings indicate that COBIT 2019 has been widely adopted in sectors such as education, healthcare,
government institutions, banking, and private companies. The review identified that the most frequently recommended
domains are APO07, BAIO3, BAIO6, APO03, and APO12, reflecting the importance of human resource management,
solution development, change management, enterprise architecture, and risk management in achieving effective IT
governance. Furthermore, the results demonstrate that organizations increasingly rely on COBIT 2019 to align IT
initiatives with organizational objectives and improve governance practices. Therefore, the findings of this study may
serve as a useful reference for organizations seeking to strengthen their IT governance and support strategic decision-
making through the effective implementation of COBIT 2019.
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