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Abstract

The rapid development of information technology has an impact on the increasing threat to cyber security. One of the
main threats is intrusion attacks that are increasingly complex and diverse. To solve this problem, machine learning-
based Intrusion Detection System (IDS) is a promising solution due to its ability to detect threats automatically and
efficiently. However, the large number of machine learning methods available poses a challenge in determining the best
approach for various needs. This research aims to conduct a systematic literature review using PRISMA (Preferred
Reporting Items for Systematic Reviews and Meta-Analyses) guidelines. This literature review identifies and categorises
previous studies related to the application of machine learning in IDSs based on the problem addressed, proposed
solution, research method, metric parameters, research object, and research results. The data for this research is taken
from trusted sources, such as Google Scholar, IEEE, Elsevier, Springer, and MDPI. The results of this review are expected
to provide a deeper understanding of the application of machine learning in IDS and provide direction for other
researchers to fill the remaining research gaps.
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Introduction

In recent years, the reliance on network-connected devices has increased significantly. This dependency has made device
and network security extremely important, fuelling the development of research in the field of cybersecurity. One of the
main focuses in this field is finding methods to prevent malicious attacks that can damage organisations, industrial entities,
governments, or individual privacy (Daud et al., 2023).

Intrusion Detection System (IDS) is a software or hardware-based system designed to automatically detect intrusions.
An intrusion is a suspicious or malicious attempt to access a network (Bace and Mell, 2001; Stavroulakis and Stamp, 2010).
In addition to IDS, Intrusion Prevention System (IPS) has the additional capability to prevent detected incidents. Some
literature uses the term Intrusion Detection and Prevention System (IDPS) to describe IPS, although this term is rarely used
in the cybersecurity community.

There are three main types of IDS, namely Network-based Intrusion Detection System (NIDS), Host-based Intrusion
Detection System (HIDS), and Distributed Intrusion Detection System (DIDS). NIDS analyse network traffic to detect
attacks or intrusions and are usually deployed in critical network segments. HIDS monitors activity on individual devices,
such as servers, to detect attacks. DIDS, as a hybrid of NIDS and HIDS, consists of a collection of IDS sensors that are
connected and provide reports to a centralised management system (Ariyus, 2007).

Although network-based IDSs, such as NIDS, have been widely used, conventional techniques still struggle to detect
complex attacks, such as zero-day attacks. This has led to the use of machine learning techniques in network anomaly
detection. These techniques allow computers to learn from previous data and predict the status of new data. Various
machine learning models have their own advantages, which make them suitable for certain situations (Hamid, Sugumaran,
& Journaux, 2016).

This research aims to review the literature on the application of machine learning in IDS, especially in anomaly-based
IDS. It analyses the models and methodologies used in various studies to find the most effective approach. The research
also compares the performance of several machine learning models based on their effectiveness in detecting threats.

To solve the problems described, this research uses the PRISMA (Preferred Reporting Items for Systematic Reviews
and Meta-Analyses) method. This method involves the stages of systematic search, selection, and evaluation of literature
to ensure the accuracy and relevance of the research. With the PRISMA method, this research aims to provide a
comprehensive view of the application of machine learning in IDS as well as filling the gaps in previous research.
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Literature Review

Research in the field of Intrusion Detection System (IDS) continues to grow to address increasingly complex and diverse
network threats. IDS has several approaches, including Network-based Intrusion Detection System (NIDS) and Host-based
Intrusion Detection System (HIDS). In addition, detection techniques in IDS are also evolving, such as signature-based
detection and anomaly-based detection approaches.

A study compared machine learning (ML) and deep learning (DL) models used in anomaly-based intrusion detection
systems. This research provided an overview of previously used models and datasets such as KDD-99 were tested to
measure model performance (Abdel-Wahab, Neil, & Atia, 2020). The results showed that while no model was considered
overall superior, the Random Forest (RF) model showed promising results and deserves further testing in real-world
scenarios. This research also highlighted the need for the development of online learning techniques and dataset updates
to be more relevant to modern network attacks.

Another study developed a distributed intrusion detection system (DIDS) architecture by utilising cloud computing
and blockchain infrastructure (Kumar & Singh, 2020). The researchers tested the performance of DIDS under various data
loads, and analysed issues such as communication delay, overhead of blockchain, and implementation cost. The results
showed that the integration of these new technologies has the potential to significantly improve network security.

Furthermore, a study demonstrated a security infrastructure for vehicle information that combines Software Defined
Networking (SDN), intrusion detection, and a cloud-based defence centre. This infrastructure improves protection,
monitoring, detection, incident management, and response to threats attacking vehicles and fleets (Meyer et al., 2020). The
results of this study emphasise the importance of technology integration to create a security system that is responsive to
various threats in the vehicle environment.

Another study proposed a deep learning-based attack detection method to improve data security in social networks
(Jiang et al., 2020). This research combines data preprocessing, feature extraction, and multi-channel training using Long
Short-Term Memory Recurrent Neural Networks (LSTM-RNN). By using a voting algorithm to determine whether the
input data is an attack, the method achieves high accuracy in detecting threats.

The latest research investigates improving IDS performance through an early detection approach in local area
networks using industrial control systems and honeypots (Pashaei et al., 2020). The researchers simulated DDoS attacks
and port scanners on various operating systems and devices. The results show that the designed IDS can detect simulated
attacks in less than one second with a detection probability of 78%. This research emphasises the importance of integration
between honeypots and IDS to improve intrusion detection efficiency in industrial environments.

Materials & Methods

The method used in this study was a literature study with PRISMA (Preferred Reporting Items for Systematic Reviews
and Meta-Analyses) guidelines to ensure transparency, repeatability, and scientific rigour. Stages included the
development of a review protocol, explanation of article selection criteria, search strategy, data extraction, and data
analysis procedures. This approach is designed to minimise bias and increase the validity of research results through
structured and systematic steps (Georgopoulos et al., 2023).

Research Question

Formulating Research Questions (RQ) as the main guide in conducting literature review, the following research questions
were formulated:

RQ1: What are the most commonly used machine learning algorithms in intrusion detection systems, and how does each
algorithm perform based on studies that have been conducted?

RQ2: What factors affect the effectiveness of machine learning implementation in intrusion detection, such as dataset type
and performance measurement method?

Eligibility Criteria

The following Inclusion Criteria (IC) were set to guide this literature review:

IC1: The years of articles used are only the last 5 years, namely 2018-2024.

IC2: The topic of the article used is Machine Learning for Intrusion Detection.

IC3: The article must be original research that has been reviewed and written in English.

Data Sources

This research uses various sources of information, including scientific databases such as Google Scholar, IEEE Xplore,
ScienceDirect, Elsevier, Springer, and MDPI. These sources formed the main basis of data collection for this research.
During the research process, articles that were not fully accessible to the authors were removed. In addition, a scan of the
reference lists in the articles was conducted to find related studies, as well as a reference search in the list of articles that
met the inclusion criteria to look for other possible relevant related studies. The search results using predefined keywords
yielded more than twelve thousand articles. Then, articles that did not meet the inclusion criteria were removed, and
finally, the top 30 articles were selected for further review.

Study Selection
Study selection was conducted through the following four stages:
a. Keyword Determination
Determining relevant keywords for the article search, which included terms such as ‘machine learning’ “intrusion
detection” and other related words. The selection of these keywords was based on the scope of the two research
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questions that had been formulated.

b. Exploration and Selection of Titles, Abstracts, and Keywords
Using the predetermined keywords, relevant scientific article sources were explored. Then, the titles, abstracts, and
keywords of the articles found were evaluated and selected based on the predetermined eligibility criteria.

c.  Full or Partial Reading of Articles
Articles that pass the previous stage are read in full or in part to assess the extent to which the article is relevant and
whether it meets the predetermined eligibility criteria. Articles that do not fulfil the criteria are removed from the
study.

d. Reference List Review
The reference lists of the selected articles were reviewed. The aim is to find other relevant studies that may not have
been included in the initial search. References from selected articles will be analysed to ensure completeness and
inclusiveness in addressing the use of semantic technologies in enterprise knowledge management.

Data Analysis

Data was extracted from the 30 selected literatures by categorising them based on problems, solutions, research methods,
objects, and research results. The categorised data was then visualised using diagrams created with the help of Excel
software. In addition, a comparative analysis was also conducted on articles that used experimental methods in their
research to compare the results and approaches used in more depth. This approach aims to provide a comprehensive
overview of relevant research trends and findings.

Results and Discussion

By using a literature review using the Preferred Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA)
method, this research produces various important findings related to the application of machine learning techniques for
intrusion detection. Researchers conducted a systematic literature review to compare various machine learning algorithms
or techniques used in detecting suspicious activity or attacks on computer systems or networks. Intrusion Detection System
is designed to protect system security by identifying, analysing, and reporting unusual activities. More than 12,000 articles
were found through the search. After removing duplicates and filtering by title and abstract, 30 papers that met the
inclusion criteria were selected for in-depth analysis in full text.

Research Question

RQ1: What are the most commonly used machine learning algorithms in intrusion detection systems, and how do they
perform based on the studies that have been conducted?

Model Machine Learning

Ensemble Classifiers

ANN
sDSAE-ELM
LST™

svC

DEN

SAE

RNN

J48
AEGNB
STL-IDS
S-NDAE
SAE+SMR
GRU-LSTM
AERF

RFR

Model Machine Learning

D3

XGB

QDA

ABNB

ABRF

ABID3

GB

BBNN

AdaBoost

DNN

Zero

CNN

Fuzzy CNN (Convolutional Neur...
Perceptron

LLE+MLP

Stacking (Jrip, RF), Meta (SMO)
Stacking (KNN +

ID5-ID

GBM

AB

Number of Model Machine Learning

Figure 1. Machine Learning Models that are Often used in Research
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Seen in Figure 1. is the use of Machine Learning methods that are often used in a study. SVM (Support Vector Machine)
is the most frequently used model, with close to or equal to 15 times. Models such as NB (Naive Bayes) and FTNB are also
used quite frequently as well, and other models such as C4.5 DT, ETC, and XGB have a lower usage rate, around 5 times
or less. Some models, such as Perceptron and Stacking (KNN + AB), were seen to be used very rarely.

The SVM method is often used in IDS research due to its ability to handle imbalanced data, work effectively on high-
dimensional datasets, and have good generalisability. SVM also excels in classifying non-linear data using kernels, is
resistant to noise, and is able to detect attacks quickly and accurately, including new attack patterns. The flexibility in
kernel selection and success in various studies make it a popular choice, although it requires proper parameter tuning for
optimal performance.
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Figure 2. The Best Machine Learning Model Based on Research Results

Figure 2. displays a graph showing the best machine learning models based on the research results. Rain Forest (RF)
stands out as the most frequently considered best model, with the highest number of uses being around 6 times. Other
models such as SVM (Support Vector Machine) and DT (Decision Tree) were also used quite frequently, with a frequency
of about 2-3 times. Some other models, such as XGB (XGBoost), and Classification and Regression Trees (CART), had lower
frequencies, indicating that they were considered best in certain contexts. This reflects that Rain Forest has a superior
ability to combine different models to improve accuracy, while other models are selected according to the specific needs
and data type of the study.

RQ 2: What factors influence the effectiveness of applying machine learning to intrusion detection, such as dataset
type and performance metrics?
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Figure 3. Datasets Often used in Research
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Figure 3 shows the various datasets that are often used in machine learning-based intrusion detection research. The
NSL-KDD dataset is the most dominant with the highest number of uses, which is 12 times. This shows that NSL-KDD is
still the main reference for researchers because this dataset offers more structured data than its predecessor, KDD CUP-
99, and eliminates redundant data. In addition, KDD CUP-99, which was used 7 times, is still quite popular because many
older studies used it, so modern researchers tend to use it for comparison of results.

Other datasets such as CIC-IDS2017 were used 5 times and are starting to become an option as they cover more recent
and complex attack data. CIC-IDS2017 represents modern attack scenarios, making it a relevant alternative for research in
this area. UNSW-NBI15 also attracted attention with a usage count of 3 times, indicating an interest in datasets that cover
more features and attack variations than other datasets.

Several other datasets such as WSN, DARPA, Bot-loT, and SWAT had relatively low usage of 1 to 2 times. This shows
that the research focus still tends to use more conventional or general datasets rather than specific datasets such as those
related to IoT and critical systems. However, the existence of these datasets shows that intrusion detection research is
starting to expand into new, more specific areas, such as IoT and critical infrastructure security.

The diversity of datasets used in this research reflects the pressing need to explore a wide range of attack scenarios
that cover different types of network security threats. Although the NSL-KDD dataset still dominates as the first choice for
many researchers due to its simplicity and relevance to previous research, there is an increasingly strong trend that shows
a growing interest in starting to move towards newer datasets. These datasets offer more complex data coverage and are
relevant to modern network security challenges, including emerging threats due to technological evolution and
increasingly sophisticated cyber attack patterns.
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Figure 4. Measurement Metrics that are Often Tested in Research

Figure 4 shows the performance metrics used in machine learning research for intrusion detection. From the graph, it
can be seen that accuracy is the most frequently used metric, with the highest number of uses, which is 24 times. This
shows that researchers still prioritise accuracy as the main measure of the model's success in classifying data. In addition,
precision and recall also occupy a high position, used 17 and 16 times respectively. These two metrics are very important
because precision measures how good the model is at avoiding false positives, while recall assesses the model's ability to
consistently detect attacks without missing threats.
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In addition to these three main metrics, other metrics, such as F-Measure were used 6 times, indicating that researchers
are increasingly aware of the need to evaluate the balance between precision and recall, especially in cases where the
dataset has an unbalanced class distribution. FPR (False Positive Rate) and F1-Score were also frequently used, 8 times
each, as indicators to measure the model's error rate in predicting both attack and normal data. This is important in
ensuring that the system does not generate too many false alarms that can interfere with decision making.

There was use of other metrics such as TPR, Sensitivity, and Specificity, which were used 2 to 5 times each. These
metrics are relevant in certain contexts, for example to evaluate model performance on real-time systems or high-risk
scenarios. In addition, more technical metrics such as MCC, AUC, and ROC indicate an interest in more mathematical and
holistic model evaluation, although they are still used relatively infrequently compared to key metrics such as accuracy
and precision. Some metrics such as energy consumption, delay, and runtime, were used 1 to 2 times. Although less
popular, these metrics are important in efficiency-focused research, such as IoT-based systems or resource-constrained
networks. Overall, this graph reflects that while accuracy, precision, and recall are the main focus, researchers also consider
various metrics to evaluate machine learning models in more specific scenarios.

Conclusions

This research successfully provides a systematic literature review on the application of machine learning in Intrusion
Detection System (IDS). Using the PRISMA method, this research identifies frequently used machine learning algorithms,
such as Support Vector Machine (SVM) and Random Forest (RF), which are proven effective in detecting network threats.
The analysis results show that SVM excels in handling high-dimensional and non-linear data, while RF stands out in
combining models to improve detection accuracy. In addition, this research highlights the importance of using cutting-
edge datasets, such as CIC-IDS2017, which reflect modern attack patterns. However, the review also revealed research
gaps, such as the lack of online learning techniques and the need for dataset updates to deal with increasingly complex
threats. This research emphasises the need to develop machine learning-based IDSs that are adaptive and responsive to
various attack scenarios. In terms of performance evaluation, metrics such as accuracy, precision and recall are still the
main focus, although future research needs to consider additional metrics such as energy consumption and runtime for
applications on resource-constrained devices. With a comprehensive approach, this research is expected to serve as a
reference for the development of more innovative and effective IDSs. Therefore, collaboration between researchers and
practitioners is expected to accelerate the implementation of machine learning-based IDS solutions to improve network
security.
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