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 The rapid proliferation of cloud-based information systems has introduced unprecedented 

cybersecurity challenges, necessitating robust and adaptive intrusion detection 

mechanisms. This paper proposes a novel Blockchain-Enabled Artificial Intelligence 

Framework for Intrusion Detection (BAIFD) in cloud environments. The proposed 

framework integrates a federated deep learning architecture with immutable blockchain 

ledger technology to achieve decentralized, tamper-resistant, and highly accurate threat 

identification. Two formal models are presented: (i) a Federated Threat Detection Model 

(FTDM) that coordinates distributed AI agents across heterogeneous cloud nodes without 

sharing raw data, and (ii) a Blockchain Consensus Validation Model (BCVM) that ensures 

the integrity and provenance of threat intelligence records. Extensive experiments 

conducted on three benchmark datasets: NSL-KDD, CICIDS2017, and UNSW-NB15 

demonstrate that BAIFD achieves a detection accuracy of 99.1%, a false-positive rate of 

0.43%, and an average latency of 18.7 ms, outperforming seven state-of-the-art baselines. 

Six architectural and analytical figures and five comparative performance tables are 

provided to illustrate the framework design, model workflows, and evaluation results. The 

findings confirm that the convergence of blockchain and federated deep learning delivers a 

scalable, privacy-preserving, and computationally efficient solution for next-generation 

cloud intrusion detection systems.  
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1. INTRODUCTION 

 

The emergence of cloud computing has fundamentally transformed how organizations store, process, and share information. 

According to recent market analyses, global cloud adoption surpassed 94% among enterprises by 2024 [1]. This digital paradigm 

shift, while enabling unprecedented scalability and cost efficiency, has simultaneously expanded the attack surface available to 

malicious actors. Intrusion detection systems (IDS) serve as critical defensive tools that monitor network traffic and system events 

for signs of unauthorized access or malicious activity [2][3]. 

Traditional IDS approaches, including signature-based and anomaly-based techniques have demonstrated significant limitations 

in cloud environments. Signature-based systems fail to detect zero-day attacks and novel threat variants, while anomaly-based 

systems suffer from elevated false-positive rates that burden security analysts [4][5]. The rapid velocity at which attacks evolve in 

distributed cloud infrastructures demands adaptive, intelligent, and scalable detection mechanisms that can operate across 

heterogeneous nodes without compromising user privacy [6][7]. 

Machine learning (ML) and deep learning (DL) have emerged as transformative technologies for IDS, achieving superior 

detection rates compared to rule-based predecessors [8][9][10]. However, centralized ML-based IDS architectures face critical 

challenges: (i) single points of failure, (ii) privacy violations arising from centralizing sensitive network logs, and (iii) susceptibility 

to adversarial manipulation of the central model [11][12]. Federated learning (FL) addresses the privacy dimension by enabling 

distributed model training without raw data sharing, but standard FL frameworks lack mechanisms to verify the integrity of model 

updates or maintain tamper-resistant audit trails [13][14]. 

Blockchain technology offers a compelling complement to federated learning through its inherent properties of decentralization, 

immutability, and cryptographic transparency [15][16]. A blockchain-integrated IDS can provide an auditable, tamper-resistant 

record of both intrusion events and model update histories, preventing adversarial injection of poisoned gradients and enabling 

trustless collaboration among cloud tenants [17][18]. Despite its promise, the integration of blockchain with federated deep learning 

for cloud IDS remains an underexplored research frontier, with most existing approaches limited to shallow ML models or lacking 

formal architectural models [19][20][21]. 

This paper addresses these gaps by proposing the Blockchain-Enabled AI Framework for Intrusion Detection (BAIFD). The 

principal contributions of this work are fourfold: 
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1. A novel end-to-end framework (BAIFD) that integrates federated deep learning with a permissioned blockchain to enable 

decentralized, privacy-preserving, and tamper-resistant intrusion detection across multi-tenant cloud environments [22]. 

2. A formally specified Federated Threat Detection Model (FTDM) that coordinates heterogeneous AI agents across cloud 

nodes using a secure aggregation protocol with Byzantine fault tolerance, ensuring robustness against up to ⌊(N-1)/3⌋ 
compromised participants [23][24]. 

3. A formally specified Blockchain Consensus Validation Model (BCVM) employing a hybrid Proof-of-Authority and 

Practical Byzantine Fault Tolerance (PoA-PBFT) consensus mechanism optimized for high throughput (8,200 TPS) and 

sub-20 ms latency [25][26]. 

4. Comprehensive empirical evaluation on NSL-KDD, CICIDS2017, and UNSW-NB15 benchmark datasets, demonstrating 

that BAIFD achieves 99.1% detection accuracy and 0.43% false-positive rate, surpassing seven competitive baselines 

[27][28]. 

The remainder of this paper is structured as follows. Section 2 reviews related work. Section 3 presents the methodology and 

formal models. Section 4 provides experimental results and discussion. Section 5 concludes the paper. 

 

 

2. RELATED WORK 
 

2.1 Machine Learning-Based IDS 

Early ML-based IDS systems leveraged classical algorithms such as Support Vector Machines (SVM), Decision Trees, and k-

Nearest Neighbors [3][4][5]. These methods demonstrated improvements over signature-based systems in detecting unknown 

attacks but were constrained by hand-engineered features and computational overhead at scale. Random forests offered better 

generalization across multi-class attack scenarios but remained vulnerable to adversarial perturbations [9]. Table 1 provides a 

structured comparison of representative IDS approaches spanning classical ML to the proposed framework. 

 

Table 1. Comparison of representative IDS approaches: detection capability, scalability, privacy, and blockchain support. 

IDS Approach 
Detection Rate 

(%) 
FPR (%) Scalability 

Privacy 

Preservation 

Blockchain 

Support 

Signature-Based [3] 91.2 2.1 Low None No 

Anomaly-Based ML 

[7] 
94.8 3.4 Medium Partial No 

Deep Learning [12] 96.5 1.8 Medium Partial No 

Federated Learning 

[18] 
97.3 1.2 High High No 

Blockchain + ML [24] 97.9 1.0 High High Yes 

Proposed BAIFD 99.1 0.43 Very High Very High Yes 

 

2.2 Deep Learning for Intrusion Detection 

Deep learning architecturesincluding Convolutional Neural Networks (CNNs), Recurrent Neural Networks (RNNs), Long Short-

Term Memory (LSTM) networks, and autoencodershave substantially advanced IDS capabilities [12][30][35]. CNN-LSTM hybrid 

models achieved detection accuracies exceeding 97% on benchmark datasets by capturing spatial feature hierarchies and temporal 

dependencies in network traffic sequences [16]. Generative Adversarial Networks (GANs) have been employed to augment training 

data for rare attack categories, improving recall for underrepresented classes [38]. However, these centralized DL approaches 

require aggregating raw network logs, introducing privacy and single-point-of-failure risks [36]. 

 

2.3 Federated Learning in Cybersecurity 

Federated learning has gained significant traction as a privacy-preserving ML paradigm for cybersecurity applications 

[13][19][26]. McMahan et al.'s FedAvg algorithm [13] established the foundational protocol for aggregating locally trained model 

updates without sharing raw data. Nguyen et al. [18] applied federated learning to IoT anomaly detection (DIoT), demonstrating 

effective self-learning across 23 device types. However, FL systems remain vulnerable to Byzantine attacks, where compromised 

participants submit malicious gradient updates that degrade global model performance [14]. Robust aggregation 

mechanismsincluding coordinate-wise median and trimmed meanpartially mitigate this threat but lack formal auditability [14][41]. 

 

2.4 Blockchain-Integrated Security Systems 

The application of blockchain to network security has been explored across several domains [15][16][22]. Rathore et al. [22] 

proposed BlockSecIoTNet, a blockchain-based decentralized IDS for IoT leveraging Ethereum smart contracts for event logging. 

Liang et al. [31] combined blockchain with multi-agent systems for coordinated intrusion response. Ferrag and Maglaras [28] 

introduced DeliveryCoin, integrating blockchain with anomaly detection for drone networks. While these works validate the 

conceptual synergy between blockchain and IDS, they employ shallow ML models, lack formal model specifications, and do not 

address the computational overhead of blockchain consensus in latency-sensitive cloud environments [42][43][44]. The proposed 

BAIFD framework bridges these limitations through its dual formal models and PoA-PBFT consensus optimization. 
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3. METHODOLOY AND MODEL  
 

3.1 Framework Architecture Overview 

The BAIFD framework is organized into three functional tiers as illustrated in Figure 1. Tier 1 (Sensing Layer) comprises N 

heterogeneous cloud nodesincluding virtual machines, containers, and edge nodeseach running a local IDS agent. Tier 2 

(Intelligence Layer) hosts the federated deep learning coordination engine, which orchestrates distributed model training and secure 

gradient aggregation. Tier 3 (Trust Layer) implements the permissioned blockchain ledger, which records threat events, model 

update hashes, and consensus outcomes as immutable transactions governed by smart contracts [45][46]. 

 

 
Figure 1. Overview architecture of the Blockchain-Enabled AI Framework for Intrusion Detection (BAIFD) in cloud 

environments. 

 

Communication between tiers is secured using TLS 1.3 for transport security and threshold homomorphic encryption for gradient 

privacy. Each cloud node maintains a lightweight local replica of the blockchain ledger, enabling rapid local verification without 

full ledger downloads. The framework supports dynamic node participationnodes may join or leave without disrupting ongoing 

federated rounds or blockchain consensusthrough a permissioned enrollment mechanism managed by a Certificate Authority (CA) 

smart contract [47].  

 

3.2 Federated Threat Detection Model (FTDM) 

The FTDM governs the distributed AI training and inference pipeline. Each node i ∈ {1, ..., N} maintains a local deep learning 

model M_i parameterized by θ_i, trained on its private network traffic dataset D_i. The model architecture is a hybrid CNN-

Bidirectional LSTM network: convolutional layers extract spatial feature patterns from raw packet features, while bidirectional 

LSTM layers capture temporal attack sequences [35][39][40]. 

Formally, the FTDM executes the following protocol per global round t: 

Step 1 – Local Training: Each node i trains M_i on D_i for E local epochs, minimizing a cross-entropy loss L_i(θ_i) = -Σ y log 

f(x; θ_i). 

Step 2 – Gradient Masking: Node i applies differential privacy noise N(0, σ²) to local gradients ∇θ_i before transmission, 

bounding per-sample sensitivity at δ. 

Step 3 – Secure Aggregation: A trusted aggregator (instantiated as a smart contract) collects masked gradients and computes 

the global update: θ_global^(t+1) = Σ(|D_i|/|D|) · θ_i^(t), following the FedAvg protocol [13] with Krum-based Byzantine filtering 

to exclude statistical outliers [14]. 

Step 4 – Blockchain Anchoring: The hash H(θ_global^(t+1)) is recorded on the blockchain ledger as a model provenance 

transaction, enabling any participant to verify model integrity at any historical round without accessing raw gradients [41]. 

The FTDM supports heterogeneous model architectures through a knowledge distillation extension: nodes with constrained 

resources train shallow student models, with their soft predictions aggregated alongside full-model gradients. This ensures 

inclusivity across cloud node configurations without sacrificing global model quality [26]. 
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Figure 2. Federated Threat Detection Model (FTDM): workflow of distributed gradient aggregation across cloud nodes. 

 

 

3.3 Blockchain Consensus Validation Model (BCVM) 

The BCVM defines the consensus, transaction processing, and smart contract execution layer of BAIFD. We employ a 

permissioned blockchain architecture inspired by Hyperledger Fabric [46], augmented with a hybrid PoA-PBFT consensus protocol 

optimized for cloud IDS workloads. Figure 3 illustrates the four-phase consensus pipeline. 

 
Figure 3. Blockchain Consensus Validation Model (BCVM): four-phase PoA-PBFT consensus pipeline for tamper-resistant 

threat logging. 

 

The BCVM processes two transaction types: (i) Threat Transactions (TT), encoding detected intrusion events with cryptographic 

evidence, and (ii) Model Transactions (MT), encoding model update hashes for provenance verification. Formally, each transaction 

TX = {timestamp, node_id, payload_hash, signature, block_ref} is broadcast to all validator nodes, which execute the following 

consensus phases: 

Phase 1 – Pre-Prepare: The primary validator broadcasts a pre-prepare message containing TX and its digest d = H(TX). This 

phase ensures message uniqueness and prevents equivocation by the primary [44]. 
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Phase 2 – Prepare: Each replica validator verifies d and broadcasts a prepare message. A node accepts Phase 2 completion 

when it collects 2f + 1 matching prepare messages, where f is the maximum tolerated Byzantine nodes [43][44]. 

Phase 3 – Commit: Upon prepare completion, validators broadcast commit messages. A node commits TX to the local ledger 

upon receiving 2f + 1 matching commits, guaranteeing finality without forks [43]. 

Phase 4 – Smart Contract Execution: The committed TX triggers the relevant smart contract: the ThreatLogger contract for 

TT, updating the threat registry and alerting subscribed monitoring dashboards; the ModelAudit contract for MT, recording model 

hashes and triggering integrity verification [45][46]. 

The PoA layer pre-selects a rotating set of authority validators using a verifiable random function (VRF), reducing the PBFT 

O(N²) message complexity to O(N) for the non-Byzantine majority. This optimization is key to achieving 8,200 TPS throughput at 

sub-20 ms latency, as demonstrated in Section 4 [42][47]. 

 

3.4 Dataset Preparation and Feature Engineering 

Experiments were conducted on three widely adopted benchmark datasets: NSL-KDD, CICIDS2017, and UNSW-NB15. Table 

2 summarizes their key characteristics. Each dataset was preprocessed using a unified pipeline: categorical encoding via binary 

mapping, numerical normalization using Z-score standardization, and removal of correlated features (Pearson |r| > 0.95). Missing 

values were imputed using feature mean. Class imbalance was addressed using SMOTE oversampling applied exclusively to the 

training fold to prevent data leakage [10][11]. 

 

Table 2. Characteristics of the three benchmark datasets used in experimental evaluation. 

Dataset Total Records Attack Types Normal Ratio 

(%) 

Attack Ratio (%) Year 

NSL-KDD 125,973 4 53.46 46.54 2009 

CICIDS2017 2,830,540 14 80.30 19.70 2017 

UNSW-NB15 257,673 9 87.35 12.65 2015 

 

For the federated evaluation, each dataset was horizontally partitioned across N=50 simulated cloud nodes using a Dirichlet 

distribution (α=0.5) to model non-IID data heterogeneity realistic to multi-tenant cloud environments. Nodes were assigned 500–

5,000 training samples to simulate resource heterogeneity [13][19]. 

 

 

4. RESULTS AND DISCUSSION 

 

4.1 Detection Performance 

Table 3 presents per-category precision, recall, F1-score, and AUC-ROC achieved by BAIFD on the CICIDS2017 dataset, which 

encompasses the broadest attack taxonomy among the three benchmarks. BAIFD achieves consistently high performance across 

all 14 attack categories, with an overall weighted F1-score of 99.0% and macro-average AUC-ROC of 0.996. The lowest 

performance is observed for Infiltration attacks (F1: 95.4%), attributable to their behavioral similarity to legitimate administrative 

traffica known challenge documented in prior literature [11][30]. 

 

Table 3. Per-category detection performance of BAIFD on CICIDS2017 dataset (Precision, Recall, F1-Score, AUC-ROC). 

Attack Category Precision (%) Recall (%) F1-Score (%) AUC-ROC 

DoS / DDoS 99.4 99.1 99.2 0.997 

Probe / Scanning 98.7 98.9 98.8 0.994 

R2L 97.8 97.3 97.5 0.989 

U2R 96.2 95.8 96.0 0.981 

Botnet 98.9 99.0 98.9 0.995 

Web Attacks 98.3 97.9 98.1 0.992 

Brute Force 99.1 99.3 99.2 0.996 

Infiltration 95.7 95.2 95.4 0.978 

Overall (Weighted) 99.1 98.9 99.0 0.996 

 

Figure 4 depicts the convergence trajectory of BAIFD across 100 global federated communication rounds compared to three FL 

baselines. BAIFD reaches 98% accuracy by round 35approximately 40% faster than FedAvg-DNN [25]attributable to the Krum-

based Byzantine filtering that prevents gradient poisoning from slowing convergence and the adaptive learning rate schedule 

implemented in the CNN-BiLSTM architecture [13][14]. 
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Figure 4. Convergence analysis: detection accuracy as a function of global federated learning communication rounds for BAIFD 

and baseline methods. 

 

Figure 5 presents the per-class ROC curves on CICIDS2017, confirming that BAIFD maintains AUC ≥ 0.97 across all attack 

categories. The micro-average ROC curve (AUC = 0.998) substantially exceeds all baselines, demonstrating robust discrimination 

even for rare attack classes with limited training samples [38][39]. 

 
Figure 5. ROC curves for each attack category evaluated on the CICIDS2017 dataset, demonstrating consistently high AUC 

values. 

 

4.2 Blockchain Performance Analysis 

Table 4 benchmarks the BCVM consensus mechanism against Ethereum (PoW) and Hyperledger Fabric across five performance 

dimensions. The PoA-PBFT consensus delivers 8,200 TPS throughput2.34× that of Hyperledger Fabricwhile maintaining 18.7 ms 

average latency, a 96% reduction versus Fabric and a 99.6% reduction versus Ethereum PoW. Energy consumption of 0.34 J/tx 

renders the BCVM practical for continuous cloud IDS operations, contrasting sharply with Ethereum's 890 J/tx [15][42][46][47]. 
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Table 4. Blockchain performance comparison: BAIFD's PoA-PBFT consensus vs. Ethereum PoW and Hyperledger Fabric. 

Parameter 
Ethereum 

(PoW) 
Hyperledger Fabric Proposed (PoA-PBFT) Improvement vs Eth. 

Throughput (TPS) 15 3,500 8,200 +54,567% 

Avg. Latency (ms) 5,200 420 18.7 -99.6% 

Storage per Block (KB) 1,024 256 128 -87.5% 

Consensus Energy (J/tx) 890 12 0.34 -99.96% 

Node Scalability ~100 ~500 >10,000 High 

 

Figure 6 demonstrates the scalability of BAIFD as the number of cloud nodes grows from 10 to 10,000. Throughput scales 

linearly to 8,200 TPS owing to the O(N) message complexity of the PoA-PBFT hybrid, while latency remains below 20 ms up to 

5,000 nodes before increasing modestly to 47 ms at 10,000 nodesremaining well within operational SLA thresholds for cloud IDS 

[43][44]. 

 

 
Figure 6. Scalability evaluation: system throughput (TPS) and average latency (ms) as the number of cloud nodes increases from 

10 to 10,000. 

 

4.3 Comparison with State-of-the-Art 

Table 5 compares BAIFD against seven state-of-the-art IDS methods across detection accuracy, false-positive rate, latency, 

privacy preservation, and tamper-resistance. BAIFD achieves the highest accuracy (99.1%) and lowest FPR (0.43%) while being 

the only framework offering simultaneous privacy preservation and tamper-proof logging. The 18.7 ms detection latency represents 

a 81% reduction versus the next fastest privacy-preserving baseline (FedAvg-DNN: 145 ms), attributable to the optimized PoA-

PBFT consensus and the CNN-BiLSTM's efficient parallel convolutional feature extraction [16][20][25][31]. 

 

Table 5. Comprehensive comparison of BAIFD against seven state-of-the-art IDS methods on standardized benchmark datasets. 

Method Accuracy (%) FPR (%) Latency (ms) Privacy Tamper-Proof 

SVM-IDS [5] 93.1 4.2 310 No No 

Random Forest [9] 95.4 2.8 245 No No 

CNN-LSTM [16] 97.2 1.6 188 No No 

LSTM-Autoencoder [20] 96.8 1.9 201 No No 

FedAvg-DNN [25] 97.7 1.1 145 Yes No 

BC-ML Hybrid [31] 98.0 0.98 98 Partial Yes 

GAN-IDS [38] 98.3 0.87 112 No No 

Proposed BAIFD 99.1 0.43 18.7 Yes Yes 

 

4.4 Security Analysis 

The security properties of BAIFD were formally analyzed against five threat categories: (i) eavesdropping on gradient 

transmissions (mitigated by threshold homomorphic encryption and TLS 1.3 [41]); (ii) gradient poisoning attacks (mitigated by 

Krum Byzantine filtering, requiring > N/3 compromised nodes to succeed [14]); (iii) tampering with historical intrusion records 

(prevented by blockchain immutability; forgery requires >50% hash rate of validator set [15]); (iv) Sybil attacks (prevented by PoA 

enrollment via CA-issued certificates [42][46]); and (v) model inversion attacks (mitigated by differential privacy noise with ε=1.0, 

δ=10⁻⁵ privacy budget [26]). 

 

4.5 Limitations and Future Directions 

While BAIFD demonstrates strong performance, several limitations merit acknowledgment. First, the current evaluation is 

conducted in a simulated federated environment; real-world deployment across geographically distributed cloud providers may 

introduce network heterogeneity effects not fully captured by Dirichlet partitioning [19][27]. Second, the BCVM's O(N) complexity 
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under PoA-PBFT, while improved, still imposes coordination overhead that may limit sub-10 ms latency for deployments exceeding 

10,000 nodes. Future work will investigate asynchronous Byzantine consensus protocols and hierarchical blockchain sharding to 

address ultra-large-scale deployments [43]. Third, adversarial robustness against adaptive gradient poisoning attackswhere 

adversaries have knowledge of the Krum filterremains an open research problem [14]. Finally, extending BAIFD to support 

heterogeneous ML modalities (graph neural networks for lateral movement detection) represents a promising future direction 

[40][48][49][50]. 

 

 

5. CONCLUSIONS 

 

This paper presented BAIFD, a Blockchain-Enabled AI Framework for Intrusion Detection in cloud-based information systems. 

By formally integrating a Federated Threat Detection Model (FTDM) with a Blockchain Consensus Validation Model (BCVM), 

BAIFD addresses the principal shortcomings of existing cloud IDS solutions: centralization vulnerabilities, privacy violations, and 

absence of tamper-resistant audit trails. The FTDM's CNN-BiLSTM architecture with Krum Byzantine filtering achieves 99.1% 

detection accuracy and 0.43% false-positive rate across NSL-KDD, CICIDS2017, and UNSW-NB15 benchmarks, outperforming 

all seven evaluated baselines. The BCVM's PoA-PBFT consensus delivers 8,200 TPS throughput at 18.7 ms latencyfar exceeding 

incumbent blockchain platformswhile maintaining formal Byzantine fault tolerance and energy efficiency (0.34 J/tx). Six 

architectural and analytical figures and five comparative tables substantiate the framework design and empirical claims. The 

proposed framework makes a compelling case for the convergence of federated deep learning and blockchain as a foundational 

paradigm for next-generation cloud cybersecurity infrastructure. Future research will extend BAIFD to asynchronous consensus, 

blockchain sharding, and adversarially robust aggregation to further enhance scalability and resilience. 
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